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1. This military standard is approved for use by all Departments and
Agencies of the Department of Defense.

2. Beneficial connents (reconanendations, additions, deletions) and any
pertinent data which may be of use in improving this document should be
addressed to: HQ Air Force Materiel Command (SES), 4170 Hebble Creek Ed.
Suite 1, Wright-Patterson AFB, OH 45433-5644, by using the self-addressed
Standardization Document Improvement Proposal (DD Farm 1426) appearing at the
end of this document or by letter.

3. The principle objective of a system safety program within the
Department of Defense (DOD) is to make sure safety, consistent with mission
requirement, is included in technology development and designed into systems,
subsystems, equipment, facilities, and their interfaces and operation.

4. WD has approved this military standard for all DOD departments to use
in developing system safety programs in accordance with DOD Instructions.
Selective application and the tailoring of this military standard must be
accomplished, as indicated herein to specify the extent of contractual and DOD
inhouse compliance.

5. The degree of safety achieved in a system depends directly on
management emphasis. Government agencies and contractors will apply
management emphasis to safety during the system acquisition process and
throughout the life cycle of each system, making sure mishap risk is
understood and risk reduction is always consider& in the management review
process.

6. A formal safety program that stresses early hazard identification and
elimination or reduction of associated risk to a level acceptable to the
managing activity is the principal contribution of effective system safety.
The success of the system safety effort depends on definitive statements of
safety objectives and requirements.
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1. SCOPE
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l.l u. This standard applies to all DOD systems and facilities. It applies to every
activity of the system life cycle; e.g., research, technology development, design, test and
evaluation, production, oonstrucGon,  checkout/calibration, operation, maintenance and support,
modification and disposal The requirements will also he applied to DOD in-house progmns.

1.2 m. This standard provides uniform requirements for developing and implementing
a system safety  program of suff%ient  comprehensiveness to identifg the hazards of a system and
to impose design requirements and management controls to prevent mishaps. The syptam  Mety
program addresses haxards from many sources to include system design, hazardous materials,
advancing technologies, and new techniques. The aim is to eliminate hazards or reduce the
associated risk to a level acceptable to the managing activity (MA). The term “managing
activity” usually refers to the Government procuring activity, but may include prime or associate
contractors or subcontractors who impose system safety tasks on their suppliers

1.3 &g&&k!&

1.3.1 ADblViIlg . The  sections and tasks shall he selectively tailored and applied
as described below. In the event that a contractual document Q& speoi&s  complianoe  with
“MILS’ID882c”  and does not stipulate specific sections or tasks, the tailoring specSed  in
paragraph 5.3 shall apply. ‘Ihe term “section” herein means the top mhandallits
subparagrapha’tasks.

1.3.2 &&&&a&  Tasks described in this standard shall he selectively applied in DOD
contract-definitixed procurements, requests for proposal WFP), statements of work (SOW), and
Government in-house developments requiring system safety programs for the development, test,
production, and deployment of systems, facilities, and equipment. The word “contractor” herein
also includes Government activities developing military systems, equipment, and facilities.

1.3.2.1 m. Application guidance and rationale for selecting tasks to fit the
needs of a particular system safety program are included in the appendices. These appendices
are generally not contractually binding; however, the MA may choose to impose portions of
Appendix B or C as part of Task 101.

1.3.2.2 &&QQ.When specifying the tasks of this standard as contractual
requirements, both this standard and each specific task number are to he cited. Applicable
“Details To Be Specified” win be included in the SOW.



This standard contains no reference documents. Applicable documents required to supplement
this military standard must bs specified in By&em  qwcifhtion~  and other contractual
documents.

-
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S. ACRONYMS AND DRFINXTIONS.

-
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-
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3.1
. .
1The acronyms used in this standard are defined as

follows:

a

b.

C .

d.

e.

f.

g-

h.

i.

j.

k.

1.

m.

n.

0 .

P.

9.

r.

S.

t.+

U .

V.

W.

AE - Architect and Engineering Firm

CDRL - Contract Data Requirements List

CFR - Code of Fcideral  Regulations

CSP - Certified !&fety Frofkssional

DEHCP - DOD Explosive Hazard Classification Procedures

DID - Data Item Description

DLA - Defense Logistic8 Agency

DOD - Department of Defense

DaDI - DOD Instruction

DOT - Department of Transportation

ECP - Engineering Change Proposal

ECPSSR - Engineering Change Proposal System Safety Report

EOD - Explosive Ordnance Disposal

EPA - Environmental Protection Agency

ESMCR - Eastern Space and Missile Center Regulation

GF’E - Government-Furnished Equipment

GFP - Government-Furnished Property

GIDEP - Government-Industry Data Exchange Program

HHA - Health Hazard Assessment

HHAR- Health Hazard Assessment Report

HRI - Hazard Risk Index

IRS - Interface Requirements Specifications

ISSPP - Integrated System Safety Program Plan

3
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x.MA - ManagingActivity

y .  MIL-STD-Militarystandard

z. MRAR -

aa. MSGSAP-

ab.MsPRP-

ac. ND1 -

ad. O&sH.A-

ae. OPR -

af. OSHA  -

ag. PE -

ah. PI-IA -

ai. PHL -

aj.Pn!I -

ak. P/N -

al.RFT  -

am.sAR  -

an. sccsc -

ao. SCN -

ap. SCG -

aq. SDR -

ar.sHA -

as. SHFU -

a’t. SOW -

au. SPR -

av. SRCA -

aw. SRR -

Mishap Risk  Amesment  Report

Missile System Ground Safety Approval Package

Missile System Prelaunch safety Package

Nondavelopmental  Item

Operating & support  Haxard  Lhlly8is

OfiiceofRimaryRespelKdbility

Occupational Safety and Health Administration

Professional Engineer

Preliminary Hazard Analysis

Pl&niIlaryWImTdList

ProgramManagsr

Part Number

Request for Proposal

Safety Assessment Report

Safety Critical Computer !hfkware  Components

Specification Change Notice

Storage Compatibility Group

System Design Review

system Hazard Analysis

So&are Hazard Risk index

Statement of Work

&&ware  Problem Report

Safety RequirementaOiteria  Analysis

System  Requirements Review

4
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ax. SRS - software  Raquirementa  specifications-.

_~_

-

-

ay. S S G - System Safety Group

as. SSHA - Sub6ystemHaz8rdAnaly6ie

ba. SSPP - SystemSafetyProgramPlan

b b .  SSPPR - System  Safety Program Progrsss  Report

- Sottware  Specification Review

be. SSWG - system safety working Group

bf. TRD - ToReDetermined
-

bg. TLV - Threshold Limit Value

-- b h .  WDSSR - Waiver or Deviation System Safety Report

b i .  WSMCR- Western Space and Missile Center Re&ation

-
3.2

. .
a . The following definitions apply:

-

-

3.2.1 &ndit&& An existing or potential state such as exposure to harm, toxicity, energy
source, activity, etc.

3.22 m. A private sector enterprise or the organizational element of DOD or any
other Government agency engaged to provide services or products within agreed limits specified
bytbeMA

3.2.3 &ij_g&. A design feature that ensures that the system remains safe or in the event of a
failure will cause the system to revert to a state which will not cause a mishap.

3.2.4 Hazard. A condition that is prerequisite to a mishap.

3 . 2 . 5  J’ . .&g&&h&. The aggregate probability of occurrence of the individual events that
create a specific hazard.

3.2.6 vseveritv.  An assessment of the consequences of the worst credible mishap that
could be caused by a specific hazard.

3.2.7 sMatarial.  Anything that due to its chemical, physical, or biological nature
cause.  safety, public health, or environmental concerns that result in an elevated level of effort
to manage.

. .
3 . 2 . 8  w. The organizational element of DOD assigned acquisition
management responsibility for the system, or prime or associate contractors or subcontractors
who impose system safety tasks on their suppliers.

c
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3.2.9 m. An unplanned event or series of events resulting in death, injury, oazupational
illness, or damage to or loas of equipment  or property, or damage to the environment Accident

.
3.2.10 m

a Any item of supply that is available in the commercial marketplace;
b. Any previously developed item of supply that is in use by a department or agency of
the United States, a State or local government, or a foreign government with which the
United States has a mutual defense cooperation agreement;
c. Any item of supply described  in de&&ion  a. or b. , above, that requires only minor
modification in order to meet the requirements of the procuring agency; or
d. Any item of supply that is currently being produced that does not meet the
requirements of definition a, b., or c., ahove,  solely because of the item is not yet in use
or is not yet available in the commercial marketplace.

33.11 &&. An expression of the possibility/impact of a mishap  in terms of hazard severity and
hazard probability.

32.12 u. A comprehensive evaluation of the risk and its associated impact.

3.2.13 S&&y. Freedom from those conditions that can cause  death, injury, occupational illness,
or damage to or loss of equipment or property, or damage to the environment.

. .
3.2.14 Safetv. A term applied to a condition, event, operation, process or item of whose
proper recognition, control, performance or tolerance is essential to safe system operation or use;
e.g., safety critical function, safety ciitkd path, safety critical component.

. .
32.15 Safetv . Those  computer software components and
units whose errors can result in a potential hazard, or loss of predictability or control of a
system.

3.2.16 subsystem.  An element of a system that, in itself may constitute a system.

32.17 &&m. A composite, at any level of complexity, of personnel, procedures, materials,
tools, equipment, ftities, and s&ware.  The elements of this composite entity are used
together in the intended operational or support environment to perform a given task or achieve a
specific purpose, support, or mission requirement.

3.2.18 &&m&&y. The application of engineering and management principles, criteria, and
techniques to optimize all aspects of safety within the constraints of operationai effectiveness,
time, and cost throughout all phases of the system life cycle.

3.2.19v. An engineer who is qualified by training and/or  experience to
perform system safety engineering tasks.

. .3.2.20 m. An engineering discipline requiring specialized professional
knowledge and skills in applying scientific and engineering principles, criteria, and techniques to
identify and eliminate hazards, in order to reduce the associated risk.

32.21a. A formally chartered group of persons, representing
organizations initiated during the system acquisition program, organized to assist the MA
system program manager in achieving the system safety objectives. Regulations of the military
components define requirements, responsibilities, and memberships.
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32.22 mAmanagement  diwipline  that defines  system &ety
program requirements and anours  the phuming,  implementi and accamplidmmnt  of system
safety ta&lks.and ac&ities  wnnintnnt  wit&l  the ovedl program  lvqdremente.

3223m A peran responsible to program management for setting up
and managing the system safety program

3.224m Ths combined Tanaka  and activitias afsyetem  safety management
and system safety enginwring  implemented by acquisition  p+ct managara

3.226 mAdeacriptionoftha  plannad taaka and activitiee to be wed
bytbeeon~rtoimplementthet~6y8tam~~ Ihis deauiption kclader
organkationalrerrpo~~~u~s,methodsof~mp~~milmtnn*a,d~g
effort, and integration with other program engineering and management activities and ralated
systems.

-

-

-

-
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4.1 sv&ela.  T%econtrackwshallestahli&andmaintainasyst.emsafety
program to support effickmt  and eEectiv8  achiewment  of overall  syst8m  safety objectives.

4.1.1 m Ihe contnrctor  shall 43staJ3lif5h  a llafets management system to
implement provisions ofthis standard commensurate with the program contractual
requirements. The contractor program manager hall be mmponaib~e  for the 8Wihlishmenk
contro& incorporation, direction and implementation of the system safety  program pOliCi86 and
shall assure that mishap risk is identifkd  and eliminated or conkoIled  within established
progxam  risk acceptabili~  parameters. The contractor ahall establish  internal reporting systems
and proeednres for investigation  and dieposition  of-m related  m&haps and safety  incidents,
ineluding  petmti8lly  hazard- amdition8  not pet involv8d  in a misha~cident. Report such
mattms  to the MA as required by the contract

4 . 1 2  mwstem The contractor shall establish and maintain a key system
safety position for each program. The individual in this position shall be directly responsible to
the contractor program manager for safeQ mat&s and shall meet the minimum qualifications
specified by the MA

4.1.3 m. Compliance with all contractually imposed requirements of this standard is
mandatory. When a requested system safety program plan is approved by the MA, it provides a
basis of understanding between the contractor and tbe MA as to how the system safety program
will be accomplished. Any deviation must be requested by the contractor and approved by the

4.1.4 Conflicting. When conflicting requirements or deficiencies are identified
within system safety program requirements or with other program requirements, the contractor
shall submit notification, with proposed solutions or alternatives and supporting rationale, to the
MA for resolution.

4 2
. .

. The system safety program shall define a systematic
approach to make sure that:

a. Safety, consistent with mission requirements, is designed into the system in a timely,
cost-efTective  manner.

b. Hazards associated with each system are identSed,  tracked, evaluated, and
eliminated, or the associated risk reduced to a level acceptable to the MA th~~ghout  the
entire life cycle of a system. Risk shall be described in risk assessment terms (see
paragraph 4.5 below).

-

c. Historical safety data, including lessons learned from other systems, are considered
and used.

d. Minimum risk is sought in accepting and using new technology, materials or designs;
and new production, test and operational techniques.

e. Actions taken to eliminate hazards or reduce risk to a level acceptable to the MA are
documented.

f. Retrofit actions required to improve safety are minimized through the timely

8
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inclusion of safe@ features during research, technology development for and acquisition
of a system.

g. Changes in design, corr&umtion,  or mission requirements are accomphahed in a
manner that maiutaius a risk level acceptable to the MA

h. Couaideration is given early in the life cycle to safbty and ease ofdispoaal (including
explosive ordnance disposal), and demihtarixation  of any hazardous materials associated
with the system. Actions should be taken to minimizn the use ofhaxardous materials
and, therefore, minimize the risks and life cycle costs associated with their use.

i Sign&ant safety data  are  documented as “lessous  learned” aud are submitted to
data banks or as proposed chauges  to applicable design ha&books and spe&&cationa

4.3
.

g. System safety design requirements will be specified
after rev&w ofpertinent rtmdards, ~peciCcationr,  reguhtioxu,  design haudbooks, safetp design
checklists, and other souroes of design guidauce  for applicahihty to the design ofthe system. The
contractor shall establish safety design criteria derived from all applicable data includiug the
preliminary hazard analyses if available. This criteria shall be the basis for developing systam
specification safety requirements. The contractor  shall continue to expand the criteria aud
requirements for iucluaion  in develwnt rpeciScation  daring the subeequeutprogmm phasea
Some general system spfttg design requirements ara

a Eliminate identified hazards or reduce associated risk through design, including
material selection or substitution. When potentially hazardous materials must be used,
select those with least risk throughout the life cycle of&e system.

b. Isolate hazardous  substauces,  components, and operations from other activities,
areas, personnel, and incompatible materials.

c. Locate equipment so that access during opetious, servicing, maintenance, repair,
or adjustment minimixes peraouuel  exposure to haxards  (e.g., hazardous chemicals, high
voltage, electromagnetic radiation, cutting edges, or sharp points).

d. Minimize risk resulting from excessive environmental conditions (e.g., temperature,
pressure, noise, toxicity, acceleration and vibration).

e. Design to minimize risk created by human error in the operation and support of the
system.

f. Consider aluxraate approaches to miuimixe  risk from hazards that cannot  he
eliminated. Such approaches include interlocks, redundancy, fail safe design, system
protection, fire suppression, and protective clothing, equipment, devices, and procedures_

g: protect  the power sources, controls and critical components of redundant subsystems
by physical separation or shielding.

h. When alternab  design approaches cannot eliminate the hazard, provide safety and
warning devices and warning and caution notes in assembly, operations, maintenance,
and repair instructions, and distinctive markings on hazardous components and
materials, equipment, and facilities to ensure personnel and equipment protection.
These shall be standardized in accordance with commonly accepted industry or military
practice or with MA requirements for conditions in which prior standards do not exist.



i. khimize  the uevcwity  of personnel  i&q or damage to equipment in the event of a
mishap

j. Design software controlled  or monitored functions to mmimiwe  initiation of
hawardous events or mishaps.

k. Review dtign c&aria far inadequate or overly restrictive requirements raganGg
safety. Recommend new design criteria supported by study, analyses, or test data.

4.4 m The order ofpreuxlence  fm satiefging  system safety
requirements and resolving identified hazards shall he as follows:

4.4.1 Derripn * * e ’ F’romthefirst,designtoelimin&  hazards. Ifanideutified
hazard cannot be eliminated, reduce the associated risk to an acceptable level, as defined by the
MA, thmugh  design selection.

.4.4.2 m If identified  hazards cannot he eliminated or their m
risk adequately educed  through design selection, that risk shall be reduced ta a level accept&k
tatheMAthranghtheuseaffixsdaautamatie,orathta~~lafetyd~feaknesw
devicea Provisions Shall  be made for periodic functional checks of safety devices when
applicable.

4.4.3 m When neither design nor Bafety devices can ef&tively
eliminate identified hazards or adequately reduce associated risk, devices shall be used to detect
the condition and to prod&au3 an adequata  warning signal  to alert.pawmael of the hazard.
Warning signals and their application shall be designed to minimies the probah3ity  ofina~rrect
personnel reaction to the signals  and shall he standardized within like types of systems.

-

. .4 . 4 4  g. Where~  it is impractical to eliminate havards through
design selection or adequately reduce the associated risk with s&&y and warning devices,
procedures and training shall be used. However, without a specific waiver from the MA, no
warning, u&ion, or other form of written advisory shall be used as the only risk reduction
method for Category I OT II harards (as defined in paragraph 4.6.1 below). Procedures may

-

-

include the use of personal protective equipment. Precautionary notations shall be standardized
as speci.Sed  by the MA Tasks and activities judged to be safety critical by the MA may require
cf&fication  of personnel proficiency. -

4.5 fi ’ t Decisions regarding resolution of identitied  hazards shall be based on
assessment of the risk involved To aid the achievement of the objectives of system safety,
hazards shall be characterized as to hazard severity categories and hazard probability levels,
when possible. Since the priority for system safety is eliminating hazards by design, a risk
assessment procedure considering only hazard severity will generally sufFice during the early
design phase to minimize risk. When hazards are not eliminated during the early design phase,
a risk assessment procedure based upon the hazard probability, hazard severity, as weIl  as risk
impact, shall be used to establish priorities fm corrective action and resolution of identified
hazards.

-

-
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TABLE 1. HAZARD SEXERITY  CATEGORIES

t

Description Categors Deiinition

CATASTROPHIC I Death, aytrtem 106s. or severe  environme&al  ae.
CRITIcAt II Severe iqjury,  sever8 occupational illness, major

system or environmental damage.
MARGINAL III Minor i+ry, minor occupational illness, or minor

system or environmental damage.
NEGLIGIBLE Iv Less than minor injury, occupational illness, or less

than minor spstem or environmental damage.

4.5.1 v Hawd severity  categories  are d&ed to provide a qua&tie  measure
of the worst cred.iile  nihp r4bmdthghm personnel  m; 8nvir4mm8ntd c4mditians;  design

inadequacies; procedural deficiencies; or system, subsystem or component failure or ma&u&ion
as shown at Table 4.1.

NIOTE: These hazard severity categories provide guidance to a wide variety of programs.
However, adaptation to a particular program is generally required to provide a mutual
understanding between the MA and the contractors as to the meaning of the terms used in the
category definitions. The adaptation must define what constitutes system loss, major or minor
system or environmental damage, and severe and minor injury and occupational illness. Other
risk assessment techniques may be used provided they are approved by the MA

.4 . 6 2  v. The probability that a hazard  will be created during the planned life
expectancy of the system can be described in potential occurrences  per unit of time, events,
population, items, or activity. Assigning a quantitative hazard probability to a potential design
or procedural hazard is generally not possible early in the design process. A qualitative hazard
probability may be derived from research, analysis, and evaluation of historical safety data from
similar systems. Supporting rationale for assigning a hazard probability shall be documented in
hazard analysis reports. An example of a qualitative hazard probability ranking is shown at
Table 4.2.

TABLE 2. HAZARD PROBABILITY LEVELS

Description* Level Specific Individual Item Fleet or Inventory**

FREQUENT A

PROBABLE B

O C C A S I O N A L  C

REMOTE D

I M P R O B A B L E  E

Likely to occur frequently

Will occur several times in the
life of an item.
Likely to occur some time in
the life of an item
Unlikely but possible to occur
in the life of an item
So unlikely, it can be assumed
occurrence may not be

Continuously experienced

Will occur frequently

Will occur several times

Unlikely but can reasonably be
expected to occur
Unlikely to occur, but possible

*Definitions of descriptive words may have to be modified based on quantity involved.
**The size of the fleet or inventory should be defined.

-
l!



4.5.3 w !I’he  risk impact &all be assessed, as m, to discriminate between
hazardsizavingthesamehazardriskindez  Thisimpactconsistsoftheeffectandcostofan
identified risk in terms of mission capabilities, and social, economic and political f%ora
(Example- Rebaee  afsmall  amount ofradioactive material may not cause direct physical damage
or equipment damage, but can cau~ extreme damage socially and politically to a prakam.1

4.6 Aetiaa  Action shall be taken to eliminate identified hazards or
reduce the associated risk to a level defined by or acceptable  to the MA. Catasbphic, critical
and other hazards specif~ed  by the MA shall not rely solely on warnings, cautions or
procedure6/trai&ng  for control of risk. If this is impossible or impractical, alternatives fbll be
recommended to the MA.

4.6.1 m. The risk associated with significant hazards for which there are no known
control measures, no plans to control or incomplete control measures will be considered residual
risk. The contractor will document each residual risk along wit& the reason(s) for incomplete
resolution and notify the MA

12



5. DETAILED REQUlREB¶ENTS.

5.1 General. The detailed requirements are presented as tasks. The tasks are located in
four task sections: Section 100, Program Management and Control, Section 200, Design and
Integration; Section 300, Design ES&ration;  and Section 400,  Compliance and Verification. The
groupings and order are intended to assist in application of the various tasks, but it is not
intended that the tasks or subtasks  be accomplished in the sequence presented. The sequence of
task and subtask  accomplishment should be tailored to the individual programtOWhiChtheyaT9

being applied.

5.2 Task. Each individual task is divided into three  parts: purpose, task
description, and details to be specified.

a The purpose provides a brief reason for performing the task.
--

__

--

-

-

-

b. Tbe task description provides the actual subtasks  that comprise the task  a contractor
shall perform if specified  by the MA Task descriptions shall be tailored by the MA as
required by governing regulations and as appropriate to particular systems or
equipment, program type, magnitude, and funding. In tailoring the tasks, the detail and
depth of the effort is defined by the MA and incorporated in the appropriate contractual
documents. When preparing proposals, the contractor may include additional tasks or
task modifications with supporting rationale for each addition or modification.

c. Tbe “Details to be Specified”  paragraph under each task description lists specific
details, additions, modi&ations,  deletions, or options to the requirements ofthe  task
that should be considered by the MA when tailoring the task description to fit program
needs. This information is then included in the document in which the task is invoked.
The list provided with each task is not necessarily complete and may be supplemented
by the MA “Details to be Specified” annotated by an “(RY’ are required and must be
provided to the contractor by the MA for proper implementation of the task, if the task is
to be contractually implemented.

. .5 . 3  v DrOm. When this paragraph is invoked, the following
tasks in this standard are required to be performed and are tailored as follows:

a. Task 101. Comply with all of Section 4. Figure 1, Appendix A, shall be used to
prioritize hazards and determine the acceptable level of risk.

b. Task 102. The SSPP shall be contractually binding when approved by the MA

c. Task 103. The MA shall be integrator if integration among contractors is necessary.

d. Task 105. The contractor shall be a technical advisor to the SSG. The contract shall
support one SSG, a test review meeting and two other safety meetings per contract year.
This support shall include briefing assigned topics at these meetings and answering
questions related to the system safety effort

e. Task 106. The contractor shall maintain a hazard log of all hazards initially ranked
as a Category I, II or III (Catastrophic, Critical or Marginal) severity.

f. Task 107. The contractor shall prepare quarterly progress reports.

l?



g. Task 202. The PHA shall be used to identify potential hazards associated with the
systum.

h. Tds3OL  ThesARshaubeuaedtonmn4geMfeJtyinteet~andco~

i !I&k 302. The contractor shall comply with all local rarrge  safety  requirements. The
contrractarBhallcompl8be ~enbOftJBiStaSk~&y6priortioplPnned~~

j. Task 303. The contractor shall notifs  the MA safety  representative by phone within
one working day of identifying a change in the hazard severity or probability by one
1OVSL

k. Task 401. Safety critical items shall inch& command and control elements ofa
system, subsystem or component; f&es,  firing c&u&s,  and safe and arm devices for
ordnance; and any hardware, software or procedures that controls risk for Category I or
II (Catastrophic or Critical) sew+ hazards.

-

-
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6.0 NOTES.
(This section contains idoxmstion  of a generaLor  explanatory
nature which may be helpful, but is not mandatory.)

6.1 m. T.kisstandardisamurceof rquirements  for establishing  a systam safety
progrsm.

6.2 m. see  AppeJndixD.
-

. .
6 . 3  1 f see Appendix A.

6.4 . .m akginnot&tiomiue4notumdinthis ravisdtoidentify
changes with respect to the previous issue duet to the extensivanesr,  oftbe changea

-

-

1

-

-

-
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TASK 101

SYsrEM  SAFETY  PROGRAM

-

101.1 purposed;.  The purpose of Task 101 is to establish the foundation for a system safety
program. The total system safety program consists ofthis  &ask pluf any other tasks from
Sections 100, ZOO, 300,400 or other source dasiited by the MA

1 0 1 . 2  m.

101.2.1 Establish and execute a system safety prograxn  which me&s the tailored requirements
of Section 4, GENERAL REQUIREMENTS, and all other tasks/requirements desiguated  by the

101.22 Develop a planned approach for safety task accomplishment, provide qua&d people to
accomplish the tasks, establish the authority for implementing the safety tasks through all levels
of management, and allocate appropriate resources, both manning and funding, to assure the
safety tasks are completed.

-

-

-

lOl.2.3 Establish a system safety organization or function and lines of communication within
the program organization and with associated organizations (government and contracted).
Establish interfaces between system safety and other fun&ma1  elements of the program, as well
as between other safety disciplines such as nuclear, range, explosive, chemical, biological, etc.
Designate the organizational unit responsible for executiug  each safety task. Establish the
authority for resolution of identified hazards.

101.2.4 Define system safety program milestones and relate these to major program milestones,
program element responsibility, and required inputs and outputs.

101.25 Establish an incident alerting/notification, investigation and reporting process, to
include notification of the MA

101.3 k.

101.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Task 101.

(R) b. Tailoring of Section 4 to meet specific program requirements.

(R) c. Acceptable level of risk with reporting thresholds.

(RI d. Minimum hazard probability and severity reporting thresholds.

e. MA requirements for incident processing.

f. Requirement for and methodology of reporting to the MA the following:

(1) Residual hazards/risks.

(2) Safety critical characteristics and features.



TASK 101

(3) Opera&g, maintenance‘and  overhaul safety requirementa.

(4) Mea8ures  used to abate #aazarda

(5) Acquisition  mamtgemnnt  ofbazardoos  matsriala

g. Qualifications for key system safety  personnel.

h. Other specific system dety program requirements.

-

-

101-Z



MIL-STD-882C

TASK 102

-

-

-

-

-

102.1 a. The purpose OfTaak  102 is to develop a System safety Program Plan
(SSPP).  It shall describe in detail tasks and activities of system safety  management and system
safety engineering required to iderrtify,  evaluate,  and eliminate/control hazards, or Faduce the
associated risk  to a level acceptable  .b the MA throughout the system lifi? cycle. The approved
plan provides a formal baais of understanding between the contractor and MA on how the system
safety program will be executed to meet amtractual  requirements, including general and specifk
provisions.

102.2 TAsKDEscRIpTIoN.  The contractor shall develop a SSPP to provide a basis of
understanding between the contractor and the MA as to how the system safety pnrgrwm will be
accomplished to meet contractual safety requirements included in the general and special
provisions of the contract. The approved plan shall, on an item-by-item hasis, account for all
contractually required tasks and responsibilities, including those in the Statement of Work
(SOW).  The SSPP shall include the following:

. .
102.2.1 ProPram . Each SSPP shall describe, as a minimum, the four
elements of an effective system a&Q program: a planned approach for task accomplishment,
qualified people to accomplish taska,  authority to implement tasks through all levels of
management, and appropriate commitment of resources (both manuingaudfunding)toassure
tasks are completed The SSPP shall define a program to satisfy the system safety requirements
imposed by the contract. ‘Phis se&ion shall:

a. Describe the scope of the overall program and the related system safety program.

b. List the tasks and activities of system safety management and engineering.
Describe the interrelationships between system safety and other functional elements of
the program. List the other program requirements and tasks applicable to system
safety identifg  where they are specified or described.

c. Account for all contractually required safety tasks and responsibilities. A matrix
shall be provided to correlate the requirements of the contract to the location in the
SSPP where the requirement is addressed.

. .1022.2 m . The SSPP shall describe:

a. The system safety organization or function within the organization of the total
program using charts to show the organizational and functional relationships, and
lines of communication. The organizational relationship between other functional
elements having responsibility for tasks with system safety impacts and the system
safety management and engineering organization shall be shown. Review and
approval authority of applicable tasks by system safety shall be described.

b. The responsibility and authority of system safety personnel, other contractor
organizational elements involved in the system safety effort, subcontractors, and
system safety groups. Describe the methods by which safety personnel may raise
issues of concern directly to the program manager or the program manager’s
supervisor within the corporation. Identify the organizational unit responsible for

102-I
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TASK 102

executing each task. Identify  the authority in regard to resolution of all identified
hazards.

c. The sf&ing of the system safety organization for the duration of the contract to
include manpower loading, control of resources and a summary  of the qualifications of
key ayatem  safety personnel assigned to the effort, including those who possess
tzcm&rm~~~atian/apprava1~forwntm~pre~dowmentotion.

d. The procedures by which the contractor will integrate and coordinate the system
safety efforts including assignment of the system safety requirements to action
orgauizations  and aubcontraotora,  coordination of subcontractor system safety
programs, integration of hazard analyses, program and design reviews, program status
reporting, and system safety groups.

e. The process through which contractor management decisions will be made
including timely notification ofunacceptable risks, necessary action, incidents or
malfunctions, waivers to safety requirements, program deviations, etc.

f. Details ofhow resolution and action relative to eyetern safety will be effected at the
program management level possessing resolution authority.

.
102.2.3  c.The SSPP shall:

a. Define system safety program milestones. Relate these to major program
milestones, program element responsibility, and required inputs and outputs.

b. Provide a program schedule of safety tasks including stark  and completion dates,
reports, and reviews.

c. Identify subsystem, component, software safety activities as well as integrated
system level activities (i.e., design analyses, tests, and demonstrations) applicable to
the system safety program but specified in other engineering studies and development
efforts to preclude duplication.

d. Provide the estimated manpower loading required to complete each task.

-

-

-

-

. .102.2.4  csvstem The SSPP shall:
-

a. Describe general engineering requirements and design criteria for safety. Describe
safety requirements for support equipment and operational safety requirements for all
appropriate phases of the life cycle up to, and including, disposal. List the safety
standards and system specifications containing safety requirements that shall be
complied with by the contractor. Include titles, dates, and where applicable, paragraph
numbers.

b. Describe the risk assessment procedures. The hazard severity categories, hazard
probability levels, and the system safety precedence that shall be followed to satisfy the
safety requirements of the program. State any qualitative or quantitative measures of
safety to be used for risk assessment including a description of the

__
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TASK 102

-

acceptable/unacceptable risk levels. Include system safety definitions which modify,
deviate from or are in addition to those in this skudard

c Describe closed-loop procedures for taking action to r~~lve identified uuacceptable
risk khrdiug those involving nondevelopment&l  itema

102.2.5 s  TheSSPP shall dea&bez
-

-

-

-

a The analysis techniques and formats to be used in qualitative or quantitative
analysis to ident@ hazards, their causes and efkta,  hazard elimination, or risk
reduction requirements and how those requirements  are met.

b. The depth within the system to which each technique is used including hazard
identification associated with the system, subsystem., components, software, hazardous
materials, personnel, ground support equipment, nondevelopmental items, facilities,
and their interrelationship in the logistic support, t&niug, maintenance, operational
and disposal (including render safe and emergency disposal) environments.

c. The integration of subcontractor hazard analyses with overaIl  system hazard
analyses.

d. Efforts to identify and control hazards  associated with materials used during the
system’s life cyale.

102.2.6 w. Tbe SSPP shall:

a Describe the approach for collecting and processing pertinent historical hazard,
mishap, and safety lessons learned, data

b. Identify deliverable data by title and number, and means of delivery (e.g. hard
copy, electronically, etc.).

c. Identify non-deliverable system safety data and describe the procedures for
accessibility by the MA and retention of data of historical value.

. .102.2.7 safetv vea. The SSPP shall describe:

a. The verification (test, analysis, inspection, etc.1 requirements for making sure that
safety is adequately demonstrated. Identify any certification requirements for
software, safety devices or other special safety features (e.g., render safe and
emergency disposal procedures).

b. Procedures for making sure safety-related verification information is transmitted to
the MA for review and analysis.

c. Procedure for ensuring the safe conduct of all tests.

1022.8 w. The  SSPP shall describe the techniques and procedures to be employed
by the contractor to make sure the objectives and requirements of the system safety program are
being accomplished.

102-3
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TASK 102 -

-

102.2.9 m. The SSPP shall descrii  the safety training for engineering, technician,
operating and maintenance personnel.

lO2.2.10  Incident The contractor ahall describe in the SSPP the mishap/incident
alerting/notification, investigation and reprting  process inchxling  notification of the MA

.
102.2.11  m. The !SSPP shall  identify, in detail:

a. The interface between system safety  and all other applicable safetr disciplines such
as: nuclear safety, range safety, explosive and ordnance safety, chemical and biological
safety, laser safety and any others.

b. The interface between system safety, systems engineering, and all other support
disciplines such as: maintainability, quality control, reliability, so&ware development,
human factors engineering, medical support (health hazard assessments), and any
others.

c. The interface between system safety and all system integration and test disciplines.

1 0 2 . 3  -.

102.3-l Details to be specified in the SOW shall include the following, as applicable:

CR> a Imposition of Tasks 101 and 102.

(R) b. Identification of contractual status of the SSPP;  i.e., if the MA wants the SSPP to
be contractually binding, a statement to that effect must be placed in the statement of
work.

c. Identification of additional information to be provided.

-

-

-

-

-
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-

INTEGRATIONMANAGEMENT OF ASSCCIATE  CONTRACTCRS,  SUBCONTRACTCRS,
AND ARCHITECT AND ENGINEERING FIRMS

103.1 purposed. The purpose of Task  103 is to provide the system  integrating contractor
and MA with appropriatav 0urveiIIanoe  of &her 4ontr~~’  ay&m  safety
programs, and the capahihty  to establish and maintain  unifom integrated system safety
program requirements. This task wiI1 also  describe requirements for associate contractors,
subcontractors, and architect and engineering firms’ (AE) system safety programs. This task can
also be used to require the flow down of system safety requirements to subcontractors, suppliers,
and vendors.

103.2 TASK.

103.2.1 mcontractor.  The contractor designated as integrator for the safety functions
of all associate contractors shall:

a. Prepare an integrated system safety program plan (ISSPP)  as the SSPP required by
Task 102 defining the role of the integrator and the effort required from each associate
contractor to help integrate system safety requirements for the total system. In
addition to the other contractually imposed requirements, the plan shall address and
identify:

-
(1) Definition of where the control, authority and responsibility transitions from
Integrating Contractor to associates and subcontractors,

-

-

-

-

-

(2) Analyses, risk assessment, and verification data to be developed by each
associate contractor with format and method to be utilized.

(3) Data each associate contractor is required to submit to the integrator and its
scheduled delivery keyed to program milestones.

(4) Schedule and other information considered pertinent by the integrator.

(5) The method of development of system level (including software) requirements
to be allocated to each of the associate contractors as a part of the system
specification, end-item specifications, and other interface requirement
documentation.

(6) Safety-related data pertaining to nondevelopmental items @IDI).

(7) Integrated safety analyses to be conducted and support required from associate
and subcontractors.

(8) Integrating contractors’ roles in test range, nuclear safety, explosive, or other
certification processes.

b. Initiate action through the MA to make sure each associate contractor is required
to be responsive to the ISSPP. Recommend contractual modification where the need
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9XiSts.

-

-

c. When conducting risk assessments, anaipce the integrated system design,
operations, and specifically  the interfaces between the products of each associate
contractor or subcontractor and the end item, Data or analyses provided by associate
coniractom  and subconttwtors  shall be used in the oonhct of this effort.

d. When performing a safety assessment, summa&e the mishap risk presented by the
operation ofthe integ&ed  system. Data or analyses provided by associate contractors
orsubamtraetorsshallbeusedintheeoxlductofthis~rt

e. Provide assistance and guidance to associate contractors regarding safety matters.

f. Resolve differences between associate contractors in areas related to safety,
especially during development of safety  inputs to system and item speci&ations.
Where problems cannot be resolved by the integrator, notify the MA for resolution and
action.

g. Initiate action &rough the MA to make pure information required by an associate
contractor (from the integrating contractor or other associate contractors) to
accomplish safety  tasks, is provided in an agreed-to format.

h. Develop a method of exchanging  safety information between contractors. If
necessary, schedule and conduct tech&al  meetings between all associate contractors
to discuss, review, and integrate the safety effort Use of the SSGBSWG  meetings
should be included as required.

i. Implement an audit program to make sure the objectives and requirements of the
system safety program are being accomplished. Whenever the integrating contractor
believes an associate contractor has failed to meet contract requirements, the
integrating contractor will notify  the MA in writing. The integrator for the safety
effort will send a copy of the notification to the associate contractor.

103.2.2 m. Associate contractors shall provide safety data and support
(including participation in SSGaBSWGs)  needed by other associate contractors and the
integrator to the extent specified in the contract

103.2.3 subcontractors.  Applicable provisions of this standard shall be included in all contracts
with major subcontractors. The “chain of responsibility” for formally flowing down the system
safety contractual requirements from the prime contractor to different levels of subcontractors,
suppliers, and vendors (who provide different applicable subsystems, equipment and/or parts)
shall be identified.

a. All subcontractors shall be required to maintain suitable documentation of safety
analyses they have performed in formats which will permit incorporation of their data
into the overall analysis program,

-

-

-

-

-

-

b. Major subcontractors shall be required to develop system safety program plans to
be included as annexes to the prime contractor’s SSPP.
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c. Lesser subcontract.ors  and vendors &all be required to provide information on
software,  component and subassembly chara&ristics,  iucluding  failure  modes, failure
rates, and possible hazar& which will permit prime contractor personnel to evaluate
the items for their impact on safety ofthe system.

d. All subcontractors shall participate in the SSG aud SSWGs,  when required

,
103.2.4 m The AE shall be responsible for conducting facility
basard  analyses and other facility SSPP functions as specified in the SOW. The AE shall be
responsible for securing the expertise necessary to perform the required work and will have the
same responsibilities as a prime contractor in hazard  identification, tracking, and resolution.
The AE shall assure that design subcontractors or consultants maintain and provide suitable
documentation of any safety analyses performed.

103.3

103.3.1

(RI

(RI
-

-

-.

Details to be specified in the SOW shall include the following, as applicable:

a. Imposition of Tasks 101, 102 and 103 as tailored.

b. Designation of the system safety integrating contractor.

c. Designation of status of the other contractors.

d. Requirements for any special integrated safety analyses.

e. Requirements to support test range, nuclear safety, explosive, environmental or
other certification processes.

f. Description of specific integration roles.

-

-

-

-
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104.2.3 To the extent specified by the MA in the SOW, the contractor shall support
presentations to Government certifying  activities such as phase safety reviews, munitions safety
boards, nuclear safety hoards, or flight safety review boards. These may also include special
reviews such as flight/article readiness reviews or preconstruction briefings.

-

-

-

104.1 PURPOSE.  The purpose of Task 104 is to establish a requirement for the contractor to
perform and document system safety program reviewslaudits  or support of reviews/audits
performed by the MA This task is also used to acquire support for special requirements such as
certi&&ons  and test/flight  readiness reviews.

1 0 4 . 2  TASKDESCRIPTION.

104_2.1 The contractor shall perform and document system safety program reviews/audits as
specified by the MA. These reviews/audits shall be performed on:

a. The contractor’s system safety program.

b. The associate contractors’ system safety program(s).

c. The support contractors’ system safety program(s).

d. The subcontractors’ system safety program(s).

1042.2 The contractor shall support system safety reviewslaudits  performed by representatives
of the MA to the extent specified in the SOW.

104.3.1 Details to be specified in the SOW shall include the following, as applicable:

(RI a. Imposition of Tasks 101 and 104.

(IV b. Identification of reviews/audits, their content, and probable location(s).

c. Method of documenting the results of system safety reviews/audits.

d. Frequency of system safety reviews/audits.
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-

-

-

SYSI!EM SAFXTY  GROUP/SYSTEM  SAFETY WORKING GROUP SUPPORT

105.1 PURPOSE.  The purpose of Task 105 is to require contractors to support System safety
Groups (SSGs)  and System Safety Working Groups (SSWGs)  which are established in accordance
with service regulations or as otherwise defined by the MA.

1052 m. The contractor shall participate as an active member of MA
SSGBSWGS.  Such participation shall include activities specified by the MA such as:

a. Presenting the contractor safety program status, including results of design or
operations risk assessments.

b. Summarizing hazard analyses including identification of problems, status of
resolution, and residual risk.

c. Presenting incident assessments (especially mishaps and malfunctions of the
system being acquired) results including recommendations and action taken to prevent
recurrences.

d. Responding to action items assigned by the chairman of the SSGBSWG.

e. Developing and validating system safety requirements and criteria applicable to the
program.

f. Identifying safety deficiencies of the program and providing recommendations for
corrective actions or preventions of reoccurrence.

g. Planning and coordinating support for a required certification process.

h. Documenting and distributing of meeting agendas and minutes.

105.2.1 e. The contractor shall require that all major subcontractors participate
in the SSWSSWGs.

105.2.2 m The integrating contractor shall require that all associate
contractors participate in the SSWSSWGs.

1 0 5 . 3  MM

105.3.1 Details to be specified in the SOW shall include the following, as applicable:

(RI a. Imposition of Tasks 101 and 105.

(RI b. Contractor membership requirements and role assignments, e.g., recorder,
member, alternate, or technical advisor.

(RI c. Frequency or total number of SSG/SSWG  meetings and probable locations.

d. Specific SSGBSWG  or other presentation support tasks.
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-

HA!ZAFDTRACKINGANDRISRRESOL-UTION

106.1 EJJUQ8& The purpose of Task 106 is to establish a single closed-loop hazard tracking
system.

106.2 m. The contractor shall develop a me&hod or procedure to
document and track hazards and their controls thus providing an audit trail of hazard
resolutions. A centralized file, computer data base or document called a “Hazard Log” shall be
maintained. The “Hazard Log shall contain as a minimum:

a

b.

C.

Description of each hazard to include associated hazard risk index.

Status of each hazard and control.

Traceability of resolution on each Hazard Log item from the time the hazard was
identified to the time the risk associated with the hazard was reduced to a level
acceptable to the MA

d. Identification of residual risk.

e. &tion person(s) and orgauizational  element.

f. The recommended controls to reduce the hazard to a level of risk acceptable to the
MA.

106.3

106.3.1

(RI

(R)

(IV

g. The signature of the MA accepting the risk and thus effecting closure of the Hazard
Log item.

Details to be specified in the SOW shall include the following, as applicable:

a.

b.

C.

d.

e.

Imposition of Tasks 101 and 106.

Procedure by, and detail to, which hazards are entered into the log..

Procedure by which the contractor shall obtain close-out or risk acceptance by the
MA of each hazard.

Complete set of data required on the hazard log, including format.

Identification of any special requirements involving a computerized log.
-
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107.1 m. The purpose of Task 107 is to prepare a periodic progress report
summarizing the pertinent system safety management and engineering activity that occurred
during the reporting period.

107.2 TASK. The contractor shall prepare a periodic system safety progress
report summarizing general progress made relative to the system safety program during the
specified reporting period, and projected work for the next reporting period. The report shall
contain the following information:

107.3

a. A brief summary of activities, progress, and status of the safety effort in relation to
the scheduled program milestones. It shall highlight significant achievements and
problems. It shall include progress toward completion of safety data prepared or in
work.

b. Newly recognized significant hazards and significant changes in the degree of
control of the risk of known hazards.

c. Individual hazard resolution status and status of all recommended corrective
actions that have not been implemented.

d. Significant cost and schedule changes that impact the safety program.

e. Discussion of contractor documentation reviewed by the system safety function
during the reporting period. Indicate whether the documents were acceptable for
content and whether or not inputs to improve the safety posture were made.

f. Proposed agenda items for the next system safety group/working group meeting, if
such groups are formed.

--

107.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Tasks 101 and 107.

-

CR) b. Specification of progress reporting period.
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-
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-

-

-

-
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PFLELmDNARY  HAZARDLIST

201.1 purposed.  The purpose of Task 201 is to compile a preliminary hazard list (PI-IL)  very
early (or to update the PHIL later) in the system acquisition life cycle to identify potentially
hazardous areas on which to put management emphasis.

2012 m. The contractor shall:

201.2.1 Examine the system shortly after the concept definition effort begins and compile a PHL
identifying possible hazards  that may be inherent in the concept and their associated mishap
potential, or hazards specified by the MA

201.2.2 Review safety experience on similar systems, including mishap/incident hazard
tracking logs (if accessible), safety lessons learned, etc., to identify possible hazards and their
mishap risks. The sources of a hazards found in this review shall be referenced in the PHL.

201.2.3 Further investigate selected hazards or hazardous characteristics identified  in the PHL
as directed by the MA to determine their significance.

2 0 1 . 3  DETAIL&.

201.3-l Details to be specified in the SOW shall include the following, as applicable:

09 a. Imposition of Tasks 101 and 201.

b. Identification of special concerns, hazards, or undesired events the MA wants listed
or investigated.

.-

-

-

-
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-_

-

-

-

-

-

-

-

-

-

202.1 PURPOSE. The purpose of Task 202 is to perform and document a Preliminary Hazard
Analysis (PII&  to identify safety critical areas, to provide an initial assessment ofhazards,  and
to identify requisite hazard controls and follow-on actions.

202.2 mDESCRTPTIObl.  The contractor shall perform and document a preliminary
hazard  analysis to obtain an initial risk assessment of a concept or system. Based on the best
available data, including mishap data (if assessable) from similar systems and other lessons
learned, hazards associated with the proposed design  or function shall be evaluated for haxard
severity, hazard probability, and operational constraint. Safety provisions and alternatives
needed to eliminate hazards  or reduce their associated risk to a level acceptable to the MA shall
be included. The PHA shall consider the following for identification and evaluation of hazards as
a minimum:

a Hazardous components (e.g., fuels, propellants, lasers, explosives, toxic substances,
hazardous construction materials, pressure systems, and other energy sources).

b. Safety related interface considerations among various elements of the system (e.g.,
material compatibilities, electromagnetic interference, inadvertent activation,
fire/explosive initiation and propagation, and hardware and so&ware  controls). This
shall include consideration of the potential contribution by software (including software
developed by other contractors/sources) to subsystem/system mishaps. Safety design
criteria to control safety-critical sofiware  commands and responses (e.g., inadvertent
command, failure to command, untimely command or responses, inappropriate
magnitude, or MA-designated undesired events) shall be identified and appropriate
action taken to incorporate them in the software (and related hardware) specifications.

c. Environmental constraints including the operating environments (e.g., drop, shock,
vibration, extreme temperatures, noise, exposure to toxic substances, health haxards,
fire, electrostatic discharge, lightning, electromagnetic environmental effects, ionizing
and non-ionizing radiation including laser radiation).

d. Operating, test, maintenance, built-in-tests, diagnostics, and emergency procedures
(e.g., human factors engineering, human error analysis of operator functions, tasks,
and requirements; effect of factors such as equipment layout, lighting requirements,
potential exposures to toxic materials, effects of noise or radiation on human
performance; explosive ordnance render safe and emergency disposal procedures; life
support requirements and their safety implications in manned systems, crash safety,
egress, rescue, survival, and salvage). Those  test unique hazards which will be a direct
result of the test and evaluation of the article or vehicle.

e. Facilities, real property installed equipment, support equipment (e.g., provisions for
storage, assembly, checkout, prooftesting  of hazardous systems/assemblies which may
involve toxic, flammable, explosive, corrosive or cryogenic materials/wastes; radiation
or noise emitters; electrical power sources) and training (e.g. training and certification
pertaining to safety operations and maintenance).

f. Safety related equipment, safeguards, and possible alternate approaches (e.g.,
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interlocks; system redundancy,  fail safe design considerations using hardware or
so&ware  controls; subsystem protection; fire detectjon  and suppression systems;
personal protective equipment; heating, ventilation, and air-conditioning, and noise or
radiation barriers).

g. Malfunctions to the system, subsystems, or software. Each malfunction shall be
specified, the causing and resulting sequence of events determined, the degree of
hazard determined, and appropriate specification and/or design changes  developed.

202.3-l Details to be specified in the SOW shall include the following, as applicable:

CR) a. Imposition of Tasks 101 and 202.

CR) b. Minimum hazard probability and severity reporting thresholds.

c. Any selected hazards, hazardous areas, or other specific items to be examined or
excluded.

-

-

-

-

202-2



MIL-STD882C

TASK 203

SAFETYREQ-CRITERIA ANALYSIS

.-

-

-

-

-

-

203.1 m. The purpose ofTask  203 is to perform and document the safety design
requirementsldesign  criteria for a facility or system under development/design.

203.2 DA, The  S&&y RfquiremnntalClriterin  Analysis  BRCW relates  the
hazards identified to the system design and identifies or develops design  requirements to
eliminate or reduce the risk of the identified hazards to an acceptable level. The SRCA uses the
Preliminary Hazard List (Task  201) or the Preliminary Hazard Analysis (Task 202)  aa a basis, if
available. The SRCA is also used to incorporate design  requirements that are safety related but
not tied to a specific hazard. The analysis includes the following efforts:

203.2.1 The contractor shall dete&e applicable generic system safe@ design requirements
and guidelines for facilities; hardware and software from federal, military, national and industry
regulations, codes;  standards, specifications; and other documents for the system under
development. The con-r shall incorporate these requirements and guidelines into the high
level system specifications and design documents as appropriate.

203.2.2 The contractor shall analyze the System Design Requirements, System/Segment
Specifications (SSS), Preliminary Hardware Configuration Item Development Specification,
Software Requirements Specifications (SRS), and the Interface Requirements Specifications
(IRS),  or equivalent documents as appropriate, to include the following sub-tasks:

a The contractor shall ensure that the system safety design requirements and
guidelines are developed; refined; correctly and completely specified; properly
translated into system hardware and software requirements and guidelines where
appropriate; and implemented in the design and development of the system hardware
and associated software.

b. The contractor shall identify hazards and relate them to the specifications or
documents listed above and develop design requirements to reduce the risk of those
hazards.

-
c. The contractor shall identify safety critical computer software components
(SCCSCs)  and ensure they are placed under configuration control.

-

-

-.

d. The contractor shall analyze the preliminary system design to identify potential
hardware/ software interfaces at a gross level that may cause or contribute to potential
hazards. Interfaces identified shall include control functions, monitoring functions,
safety systems and functions that may have indirect impact on safety. These interfaces
and the associated software shall be designated as safety critical.

e. The contractor shall perform a preliminary hazard risk assessment on the
identified safety critical software functional requirements using the hazard risk matrix
or software hazard criticality matrix of Appendix A or another process as mutually
agreed to by the contractor and the MA

f. The contractor shall ensure that System Safety design requirements are properly
incorporated into the operator, user, and diagnostic manuals.

203- 1



ML-STD-882C

TASK 203

203.2.3 The contractor shall develop safety related design change recommendations and testing
requirements and ahall incorporate them into Preliminary Design Documents and the hardware,
s&ware  and system test plans. The following sub-tasks shall be accomplished:

a The contractor shall develop safety-relatxd  change recommendations to the design
and @cation  documents listed dove  and shall include  a means of vetrification  for
each design requirement.

b. The contractor shall develop saf&y related test requirements for incorporation into
the test documents. Tests shall be developed for hardware, software and system
integration testing.

203.2.4 The contractor shall support the System Requirements Review @RR),  System Design
Review (SDR) and Software Specification Review (SEX) from a system safety viewpoint. The
contractor shall address the system safety program, analyws  performed and to be performed,
significant hazards identified, hazard resolutions or proposed resolutions, and means of
verification.

2 0 3 . 3  <.

203.3.1 Details to be specified  in the SOW shall include the following, as applicable:

CR) a. Imposition of Tasks 101 and 203 tailored to the developmental program.

0-t) b. Definition of acceptable  level of risk within the context of the system, subsystem, or
component under analysis.

(RI c. Level of contractor support required for design reviews.

d. Specification of the type(s) of risk assessment process.

-

-

-

-

-
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SUBSYSTEMHAZARD ANALYSIS-.

-

-

204.1 m. The purpose ofTask  204 is to perform and document a Subsystem Hazard
Analysis (SSHA) to: verify subsystem compliance with safety requirements contained in
subsystem spec&ations and other apphcable documen ta;idenGfjr previously unidentified
hazardsaoso~~~.daa;rmgfOubPystems~comp4nentfajluremodas,critical
human error inputs, and hazards resulting from functional relationships between components
and equipment comprising each subsystem;  recommend actions necessary to eliminate identified
hazards or control their associated risk to acceptable levela

204.2 TASKDESCRIPTION.  The contractor shall perform and document a subsystem
hazard analysis to identify all components and equipment that could result in a hazard or whose
design does not satisfy contractual safety requirements.. This will include government furnished
equipment, nondevelopmental items, and software. Areas to consider are performance,
performance degradation, functional failures, timing errors, design errors or defects, or
inadvertent functioning. The human shall be considered a component within a subsystem,
receiving both inputs and initiating outputs, during the conduct of this analysis.

204.2-l The analysis shall include a determination:
-

-

-

-

-

a Of the modes of failure including reasonable human errors as well as single point
and common mode failures, and the effects on safety when faihxres occur in subsystim
components.

b. Of potential contribution of hardware and software (including that which is
developed by other contractor&mrces)  events, faults, and occurrences (such as
improper timing) on the safety of the subsystem.

c. That the safety design criteria in the hardware, software, and facilities
specification(s)  have been satisfied.

d. That the method of implementation of hardware, software, and facilities design
requirements and corrective actions has not impaired or decreased the safety of the
subsystem nor has it introduced any new hazards or risks.

e. Of the implementation of safety design requirements from top level specifications tc
detailed design specifications for the subsystem. The implementation of safety design
requirements developed as part of the PHA and SRCA shall be analyzed to ensure that
it satisfies the intent of the requirements.

f. Of test plan and procedure recommendations to integrated safety testing into the
hardware and software test programs.

g. That system level hazards attributed to the subsystem are analyzed and that
adequate control of the potential hazard is implemented in the design.

204.2.2 If no specific analysis techniques are directed or if contractor recommends that a
different technique than specified by the MA should be used, the contractor shall obtain MA
approval of technique(s) to be used prior to performing the analysis.

206 1



204.2.3 When software to be used in conjunction with the s&system  is being developed under
DOD-STD-2167 and DOD-SIB2168; or B5STD-1679  or other development documents; the
contra&or perfarming  the SSH&shall  monitor, obtain and use the output of each phase of the
formal software  development process in evaluating the SoRware contribution to the SSHA
Problems identified which  require the ma&on  ofthe &ware developer shall be reported to the
MAintimebwpporttheOngaingnhaM~ftheMfLovaredevelOpm4nt~

204.2.4 ‘he contra&r shall update the SSHA as a result of any system design changes,
including software design  changes, which affect system safety.

2 0 4 3  3

204.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a Imposition of Tasks 101 and 204

(RI b. Minimum hazard severitJr  and probability reporting thresholds.

c The specik  subsystems to be analyzed.

d. Any selected hazard, hazardous areas, or other specific items to be examined or
excluded.

e. Specification of desired analysis technique(s) and/or format.

f. The MA shall provide the technical data on GFE to enable the contractor to
accomplish the defined tasks.

-

-
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205.1 a. The purpose of Task 205 is to perform  and document a System Hazard
Analysis EliA) to: verify system compliance with 8afeQ requirements contained in sysfzun
specifications and other applicable documents; identify previously unidentified hazards
associated with the subsystem iuterf’s  and system  functional faults;  assess the risk amooiat4
with the total system design,  including software, and specifically of the subsystam interfaces;
and recommend actions necessary to ehminate  identified hazards and/or  control thair associated
risk to acceptable levels.

205.2 TASK. The contractor shall perform and document a system hazard
analysis to identify hazards aud assess the risk of the total system design, including software,
and specifically of the subsystem interfaces.

205.2.1 This analysis shall include a review of subsystems interrelationships for:

a. Compliance with specified  safety design criteria

b. Possible independent, dependent, and simultaneous hazardous events in&ding
system failures; failures of safety devices; common cause failures and events; and
system interactions that could create a hazard or result in an iucreaae  in mishap risk..

c. Degradation in the safety of a subsystem or the total system from normal operation
of another subsystem.

d. Design changes that affect subsystems.

e. Effects of reasonable human errors.

f. Determination:

(1) OF potential contribution of hardware and sof%ware(including  that which is
developed by other contractors/sources, or Commercial Off-The-Shelfhardware  or
software) events, faults and occurrences (such as improper timing) on safety of the
system.

(2) That the safety design criteria in the hardware, software, and facilities
specification(s) have been satisfied.

(3) Tbat the method of implementation of the hardware, software, and facilities
design requirements and corrective actions has not impaired or degraded the safety
of tbe system nor has introduced any new hazards.

205.2.2 If no specific analysis techniques are directed or if the contractor recommends that a
different technique than specified by the MA should be used, the contractor shall obtain MA
approval of technique(s)  to be used prior to performing the analysis. The SHA may be combined
with and/or performed using similar techniques to those used for the SS?iA.

205.2.3 When software to be used in conjunction with the system is being developed under
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DOD-STD-2167 and DOKMTD-2  168; or MI3ATD1679  or ether  eofkware~  development
requirement documents, the contractor perfoxming  the SHA shall monitor, obtain, and use the
output of each phase of the farmal  software development process in evaluating the *are
contribution to the SHA. Problems identified which require the reaction of the software
developer shall be report4 to the MA in time to support the ongoing phase of the software
development process.

205.2.4 The contractor shall update the !SHA as a result of any system design changes,
including soRware  design changes which affect  system safe@.

2 0 5 . 3  y.

2053.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a Imposition of Tasks 101 and 205.

b. Minimum hazard severity and probability reporting thresholds.

c. Any selected hazards, hazardous areas, or other specific items to be examined or
excluded.

d. Specification of desired analysis technique(s) and/or  format.

-
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OPERATING AND SUPPORT HAZARD ANALYSIS

-

-

-

206.1 m. The purpose of ‘pask 206 is to perform and document an Operating and
Support Haxard  Analysis (O&SHA,l,  to evahmte  activities for hazards or risks introduoed  into the
system by operational and support procedures and to evaluate  adequacy of operational and
support procedures used to eliminate, control, or abate identifled  hazards  or risks.

206.2 m. The contractor shall perform and document an OMHA to
examine procedurally controlled activities. The O&.SHA  identifies and evaluates hazards
resulting from the implementation of operations or tasks performed by persons, considering: the
planned system conf?guration/state  at each phase of activity; the fhcility  interfaces; the planned
environments (or ranges thereof); the supporting tools or other equipment, including so&ware
controlled automatic test equipment, specified for use; operational/task sequence, concurrent
task effects and limitations; biotechnological factors, regulatory or contractually specified
personnel safety and health requirements; and the potential for unplanned events including
hazards introduced by human errors. The human shall be considered an element of the total
system, receiving both inputs and initiating outputs during the conduct of this analysis. The
0MH.A must identify the safety requirements (or alternatives) needed to eliminate or control
identified hazards,  or to reduce the associated risk to a level which is acceptable under either
regulatory or contractually specified criteria

206.2.1 The analysis shall identify:

a Activities which occur under haxardous  conditions, their time periods, and the
actions required to minimize risk during these activitiesltime  periods.

b. Changes needed in functional or design requirements for system
hardware/software, facilities, tooling, or support/test  equipment to eliminate or control
haxards  or reduce associated risks.

c. Requirements for safety devices and equipment, including personnel safety and life
support equipment

d. Warnings, cautions, and special emergency procedures (e.g., egress, rescue, escape,
render safe, explosive ordnance disposal, back-out, etc.), including those necessitated
by failure of a computer software-controlled operation to produce the expected and
required safe result or indication.

e. Requirements for packaging, handling, storage, transportation, maintenance, and
disposal of hazardous materials.

f. Requirements for safety training and personnel certification.

g. EXfects  of nondevelopmental hardware and soRware  across the interface with other
system components or subsystems.

h. Potentially hazardous system states under operator control.

206.2.2 The O&SHA shall document system safety assessment of procedures involved in:
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system production, deployment, installation, assembly, test, operation, maintenance, servicing,
transportation, storage, modification, demilitarization, and disposal.

206.2.3 If no specif5c analysis techniques are directed or if the contractor recommends that a
different  tschnique than specified by the MA should be Ural, the contractor shall obtain MA
approval of technique(s) to be used prior to performing the analysis.

206.2.4 The contractor shall update the O&SHA  as a result of any system design or operational
changes.

266.3

206.3.1

(RI

(RI

DETAILS-

Details to be specified in the SOW shall include the following, as applicable:

a. Imposition of Tasks 101 and 266.

b. Minimum hazard probability and severity reporting thresholds.

c. Specification of desired analysis technique(s) and/or  format

d. The specific procedures to be evaluated (Reference 206.2.2).

-

-

-
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HEALTH Ht4zmDAssEssn!lENT

207.1 puKwsE. The purpose of Task 207 is to perform and document a He&h Hazard
Assessment CHHA) to ident@  health hazards, evaluate proposed hazardous matexials,  and
propose protective measures to reduce the associated risk to a level acceptable to the MA

207.2 TASK. A HHA shall be performed and documented to identify health
hazards  and to recommend engineering controls, equipment, and/or protective procedures, to
reduce the associated risk to a level aaxtptable  to the MA An HHA ehall  also evaluate  the
hazards and costs due to system components materials, evaluate alternative mabxids6r thaw

components, and recommend materials that reduce the associated risk. Materials will be
evaluated if (because of their physical, chemical, or biological chara&kstics;  quantitgy or
concentrations) they cause or contribute to adverse &ects in organisms or off-spring, pose a
substantial present or future danger to the environment, or result in damage to or loss of
equipment or property during the systems life cycle. Assessments shall include consideration of
the generation of hazardous wastes.

207.21 Specific  health hazards and impacts that  shall be considered include:

a Chemical hazards (e.g., hazardous materials that are flammable; corroaiva;  toxic;
carcinogens or suspected  carcinogens; ~9stemic poisons; asphyxiants, iuchadiug  oxygen
deficiencies; respiratory irritants; etc.).

b. Physical hazards (e.g., acoustical energy, heat or cold stress, ioniziug  and non-
ionizing radiation).

c. Biological hazards (e.g.,  bacteria, fungi, etc.)

d. Ergonomic hazards (e.g., Ming requirements, task saturation, etc.)

e. Other  hazardous, or potentially hazardous, materials that may be formed by the
introduction of the system. or by the manufacture, test, maintenance or operation of
the system.

207.2-Z The assessment shall address:

a. System, facility and personnel protective equipment design requirements (e.g.,
ventilation, noise attenuation, radiation barriers, etc.) to allow safe operation and
maintenance. When feasible engineering designs are not available to reduce hazards
to acceptable levels, alternative protective measures must be specified (e.g., protective
clothing, specific operation or maintenance practices to reduce risk to an acceptable
level).

b. Potential non or less hazardous material substitutions and projected handling and
disposal  issues. The m will discuss the rationale for using a hazardous  materiel and
long term effects (such as potential for personnel and environmental exposure,
handling and disposal issued requirements, protection/ control measures, and life cycle
costs) over a non or less hazardous material. The effects and costs should be
considered over the life of the systems, including the cost of handling and disposal.
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Identify  potential non or leas hazardous alternatives if they exist and provide a
justification why an alternative cannot be used

c. Hazardous material data The HHA shall describe the means for identifying  and
track&g  information for each hazardous mathaL

2072.3 The HEA hazardous material evaluation shall:

a Identify the hazardous materials by name(s) and stock numbers; the afkcted
system components and processes; the qua&@,  characteristics,  and concentrations of
the materi& in the system; and source d4nxamento  relating to the mateAl&

b. Determine under which conditions the hazardous materials can release or emit
materials in a form that may be inhaled, ingested, absorbed by living organisms, or
leached into the environment and if the materials pose a health threat.

c. Characterize material hazards and determine reference quantities and hazard
ratings. Acute health, chronic health, carcinogenic, contact, flammability, reactivity,
and environmental hazards will be examined.

d Estimate the expected usage rate of each hazardous material for each process or
component for the subsystem, total system, and program-wide impact.

e. Recommend the disposition of each hazardous material identified. If for any scale
of operation the reference quantity is exceeded by the estimated usage rate, material
substitution or altered processes shall be considered to reduce risks associated with the
material hazards while evaluating the impact on program costs.

207.3 m rnB~-

207.3.1 Details to be specified in the SOW shall include the following as applicable:

(RI a. Imposition of Tasks 101 and 207.

CR) b. Minimum hazard severity and probability reporting thresholds.

c. Any selected hazards, hazardous areas, hazardous materials, or other specific items
to be examined or excluded.

d. Specification of desired analysis techniques and/or report formats.

-

-

-

-
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TASK 301

301.1 m. The purpose of Task 301 is to perform and document a comprehensive
evaluation of the mishap risk being assumed prior to test or operation of a system prior to the
next contract phase or at contract completion.

3012 n-4. The contractor shall perform and document a safety
assessment to identify all safes features of the hardware, software,  and system design and to
identify procedural, hardware and SoRware  related hazards that may be present in the system
being acquired including specific procedural controls and precautions that ahould  be followed.
The safety assessment shall summa&e:

a The safety criteria and methodology used to classify and rank hazards, plus any
assumptions on which the criteria or methodologies were based or derived including
the definition of acceptable risk as specified by the MA

-.
b. The results of analyses and tests performed to identify hazards  inherent in the
system, including:

- (1) Those haxards  that still have a residual risk, and the actions that have been
taken to reduce the associated risk to a level contractually specSed  as acceptable.

(2) Results of tests conducted to validate safety criteria, requirements and
analyses.

c. The results of the safety program efforts. Include a list of all significant hazards
along with specific safety recommendations or precautions required to ensure safety of
personnel, property, or the environment. Categorize the list of hazards as to whether
or not they may be expected under normal or abnormal operating conditions.-

d. Any hazardous materials generated by or used in the system, including:

-

-

(1) Identification of material type, quantity, and potential hazards.

(2) Safety precautions and procedures necessary during use, packaging, handling,
storage, transportation, and disposal (e.g., explosive ordnance disposal). Include all
explosives hazard classifications.

(3) After launch safety-related activity of expendable launch vehicles and their
payloads including deployment, operation, reentry, and recovery (if required) of
launch vehicles/payloads which do not attain orbit (either planned or unplanned).

301-l
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TASK 301

301.3.

(41 Orbital safety hazard awareness associated with space systems such as
explosions, electromagnetic interference, radioactive sources, ionizing radiation,
chemicals, space debris, safe separation distances between space vehicles, and
natural phenomena.

(6) A copy of the Material safety Date Sheet (OSHA Form 174, or equivalent
manufacturer6 format).

e. Conclude with a signed statement that all identified hazards have been eliminated
or their associated risks controlled to levels contractually  specified as acceptable, and
that the system ie ready to test or operate or proceed  to the next acquit&ion  phase. In
addition, the contractor shall make recommendations applicable to hazards at the
interface of his system with the other system(s) as contractually required.

-.

301.3.1 Details to be specified in the SOW shall include the following, as applicable:

(RI a Imposition of Tasks 101 and 301.

b. Define the specific purpose of the requested assessment.

c. Identify at what level (system safety manager, program manager, etc.) the
statement (paragraph 301.2e) must be signed.

-
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-
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302.1 purposed. The purpose of Task 302 is to make sure safety is considered bd safety
responsibility assigned) in test and evaluation, to provide existing analysis reports and other
safety data, and to respond to all safety requirements necessary for testing in-house, at other
contractor facilities, and at Government ranges, centers, or laboratories.

302.2 m. The contractor shall make sure the contractor test and
evaluation safety activities recommend actions, and assess actions taken, to reduce, correct or
control CATASTROPHIC- and CRITICAL-level hazards in the test and evaluation environment.
MARGINAL or NEGLIGIBLE-level hazards shall also be addressed as required by the MA
Specific test and evaluation safety activity  tasks shall include the following

.302.2.1  Test and. Planning for test and evaluation safety from the
beginning of, and throughout, the contract period shall incorporate the following:

a Test program milestones requiring completion of hazard analyses, risk
assessments, or other safety studies.

b. Schedule for analysis, evaluation, and approval of test plans, procedures, and other
documents to make sure safety is covered during all testing.

c. Preparation of or input to safety, operating and test procedures.

d. Coverage of test equipment, installation of test equipment, end instrumentation in
hazard analyses prior to test start.

e. Meeting specialized requirements designated by the MA and informing the MA of
any identified hazards that are unique to the test environment.

f. Coordination and status reviews with the cognizant test site safety representatives
to ensure test safety requirements are identified, monitored and completed as
scheduled.

.302.2.2 SafeCvrevlews. Providing assistance to the safety review teams to the extent necessary
to support a system safety certification process and validate, from a safety perspective, that the
system is ready to test.

302.2.3 -actions.

a. Analyzing and documenting safety related test results.

b. Initiating follow-up action to insure completion of the corrective efforts taken to
reduce, correct, or control test and evaluation hazards.

302.2.4 &ep~&.  Maintaining a repository of test and evaluation hazard/action status reports.
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TASK 302

3 0 2 . 3  2.

302.3.1 Details to be specified in the SOW shall inch&. the following, as applicable:
-

(RI a. Imposition of Tasks 101 and 302.

(RI b. Designation of applicable specialized system safety requirements for testing or use
of range facilities.

-
(RI c. Schedule for meeting requirements designated in 302.2 above.

d. Identifkation of hazard categories for which activities will take action,

-

-

-
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TASK 303

-

SAFETY REVIEW OF ENGINEERING CHANGE PROPOSALS,
SPECIFICA’ITON  CHANG8 NOTICES, SOFTWARE PROBLEM REPORTS,

AND REQUESTS  FOR DEVIATION/WAIVER

303.1 m. The purpose of Task 303 is to perform and document analyses of
Engineering Change Proposals (ECPs),  Specikation Change Notices WNs)&dtware  Problem
Reports (SPRS), program or software trouble  reports (Pars, STRs),  and requests for deviation or
waiver to determine the safety  impact on the system.

303.2 TASK.

303.2.1 c. The contractor shall analyze each ECP (as 8peci6ed  by
the MA) to determine the hazards associated with it, assess the associated risk, and predict the
safety impact of the ECP on the existing system. The contractor shall notify the MA when an
ECP will decrease the level of safety of the existing system.

.303.2.2  SDecification . The contractor shah analyze each SCN to determine the
potentAl  effect on safety critical component8 or subsystems. The contractor shall notify the kI.A
if the level of safety of the system will be reduced.

-

303.2.3  S o f t w a r e . The contractor shall review each SPR to determine the
potential safety  implicationa If safety impact8 are identified, the contractor shall notify the hiA
of a decrease in the level of safety of the system.

. .
303.2.4 -for The contractor shall analyze each request for
deviation/waiver to determine the hazards and asses8 the risk of the proposed deviation from or
waiver of a requirement, or a specified method or process. The change in the risk involved in
accepting the deviation or waiver shall be identified. When the level of safety of the system will
be reduced by deviation from, or waiver of the requirement, method, or process, the MA must be
so notified.

303.3 DETAILS TO BE SPKIElER.
-

303.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition ofTasks  101 and 303.-

b. Specify amount of change in the level of safety requiring MA notification and the
method and timing of such notification.

c. Identify class of ECP or type of deviation/waiver to which this task applies.

d. Identify who shall execute review and sign-off authority for each class of ECP or
type of deviation/waiver.
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TASKSEXTION400

COMPLIANCE AND VERIFICATION

-.

-

-

-

-

-
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TASK 401

SAFETY VERIFICATION

-

-

-

-

401.1 purposed.  The purpose of Task 401 is to define and perform tests and demonstrations
or use other verification methods on safety critical hardware, software, and procedures to verify
compliance with safety requirements.

401.2 TASKDESCRIPTION.  The contractor shall define and perform tests, demonstrations,
develop models, and otherwise verify the compliance of the system with safety requirements on
safety critical hardware, software, and procedures (e.g., EOD and emergency procedures).
Induced or simulated failures shall be considered to demonstrate the acceptable safety
performance of the equipment and s&ware.  Where hazards are identified during the
development efForts  and analysis or inspection cannot determine the adequacy of actions t&en
to reduce the risk, safety tests shall be specified and conducted to evaluate the overall
effectiveness of the actions taken. SSPPs  and test plan and procedure documents shall be
revised to include these tests. Where costs for safety testing would be prohibitive, safety
characteristics or procedures may be verified by engineering analyses, analogy, laboratory test,
functional mockups, or models and simulations, when approved by the MA Specific safety tests
shall be integrated into appropriate system test and demonstration plans, including verification
and validation plans, to the maximum extent possible. Test plans, test procedures, and the
results of all tests including design verification, technical operational evaluation, technical data
and requirements validation and verification, production acceptance, and shelf-life validation
shall be reviewed to make sure:

a Safety of the design (including operating and maintenance procedures) is
adequately demonstrated, including verification of safety devices, warning devices, etc.
for all CATASTROPHIC hazards not eliminatid  by design. CRITICAL, MARGINAL
and NEGLIGIBLE hazards shall also be addressed as required by the MA

b. Results of safety evaluations of the system are included in the test and evaluation
reports on hardware or software.

4 0 1 . 3  ;.
-

401.3.1 Details to be specified in the SOW shall include the following, as applicable:

- (RI a. Imposition of Tasks 101 and 401.

(RI b. Identification of safety critical equipment and procedures.

(RI c. Identification of hazard categories for which verification will be accomplished if
paragraph 401.2a  is specified

d. Additional development of or inputs to test plans, procedures and reports to verify
safety requirements.
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TASK 402

SAFETYCOMPLIANCEASSESSMENT

402.1 purposed.  The purpose of Task 402 is to perform and document an assessment to
identify and verify compliance with military, federal, national, international, and industry codes
to ensure safe design of a system, and to comprehensively evaluate the safety risk being assumed
prior to test or operation of a system or at contract completion.

_-

-

-

-

-

-

402.2 m. The contractor shall perform and document a safety compliance
assessment to identity and document compliance with appropriate design and operational safety
requirements. The assessment identifies the contractually imposed standards, speci&ations,
and codes appropriate to the safety of the system and documents compliance with these
requirements. The assessment includes necessary hazard analysis, design drawing and
procedural reviews, and equipment inspections. The assessment shall incorporate the scope and
techniques of the PHA, RHA, SSIIA, SI-IA, and 08zSHA  to the extent necessary to assure the
safe design, operation, maintenance, and support of the system. A safety compliance assessment
shall:

402.3

a Identify contractual military, federal, national, international, and industry safety
specifications, standards, and codes applicable to the system and document compliance
of the design and procedures with these requirements.

b. Identify other military, federal, national, international, and industry safety
specifications, standards, and codes applicable to the system, which are required by law
or the use thereof is considered good engineering practice, and document compliance of
the design and procedures with these requirements.

c. Identify  and evaluate residual hazards inherent in the system or that arise from
system-unique interfaces, installation, test, operation, maintenance, or support.

d. Identify necessary specialized safety design features, devices, procedures, skills,
training, facilities, support requirements, and personnel protective equipment

e. Identify hazardous materials and provide justification for using such a material
instead of a less or non hazardous material, and the precautions and procedures
necessary for safe storage, handling, transport, use, and disposal of tbe material.

402.3-l Details to be specified  in the SOW shall include the following, as applicable:

(RI a. Imposition of Tasks 101 and 402.

b. Identify applicable requirements.
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TASK 403

-

--

-

-

-

-

ExPLoslvEHAzARD CLASSIFICATION
AND C?IARACTEIUSTICS  DATA

403.1 m]RposE.  The purpose of this task is to require the contractor to perform those tests
and procedures necessary for the explosive hazard  classi&ation(EHC)  of, and for development of
hazard&aracteristics  data about, new or mod&d  omition,  explosives (inchding  solid
pmpellants), and devices co&aining  explosives.

4 0 3 . 2  TASRDESCRTPTION.

. .403.2.1 f. The contractor shall perform the following tasks to
support obtaining  interim and/or final DOD explosive hazard classifications CEHC) for any new
or modified items of ammunition or of an explosive nature that will be transported to or stored at
a DOD installation or facility. The data provided will consider the explosive items shipping and
storage con@uration.

403.2.1.1 Interim classification by testing shall be supported by test data of the DOD Explosive
Hazard Classification Procedures (DEHCPXAir  Force To UA-l-47, Army TB 700-2,  Navy
NAVSEAINST 8020.8, and DLAR 8220.1). An exception is that tosting is not mquired  for
devices containing explosives/propellants listed in Title 49, CF’R, Part 172, Hazardous Materials
Table.

403.2.L2  Interim classification by analogy to an item having a valid final haxard  classification
shall be supported by test data on the analogous item except for 1.4s items which require
testing. A narrative discussing the similarities between the two devices is also required.

403.2.1.3  Final classification by testing shall be supported by the test date required in the
DEHCP, paragraph 5-2 and 5-3, or in an alternative test plan proposed by the contractor and
approved by the Department of Defense Explosives Safety Board through appropriate
Government channels. A narrative discussing the similarities between the two devices is also
required.

403.2.1.4  Final classification by analogy to a previously classified item shall be supported by the
test data used to classify the analogous item except for 1.45 items which require testing.

403.2.1.5 Tbe contractor shall request renewal of an interim EHC prior to the one year
anniversary of the date the last interim EHC was issued. A new interim will be required for any
changes in the explosive item, shipping configuration or part number. A final EI-IC will be
requested based upon data obtained by conducting testing required by the explosive hazard
classification procedures or approved alternative test plan. The final EHC testing must be
conducted on production level designed items.

.403.2.2  m. The contractor shall recommend a category for each item of
explosives/ammunition in each of the following areas.

a. DOD Hazard Class/Division/Storage Compatibility Group (SW).

b. Proper shipping name and United Nations number.
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TASK 403 -

c. DOT  Hazard Class.

d. DOTLabel.

e. National Stock  Number. If not available, then part number.

. .
403.2.3  m. Theconhaetmahd~rtbi8dateby~tingor
compiling suflicient safety data to reveal hazards involved in handling, shipping, and storage
related to the production, procurement, and disposal of a new or modified  items of ammunition
or explosives.

403.2.4 Illustrations. The contractor shall prepare illustrations ofthe explosive part and an
illustration that shows the relationship of the explosive part to the other items in the assembly.
An illustration shall be prepared to show the relationship of the explosive assembly to the next
higher assembly.

403.2.4 u. Any changes to an item that has received &ml hazard classification shall be
reported through the Government and Industry Data Exchange Program KXDEP) using the
“PRODUCT CHANGE NOTICE” form.

.
4 0 3 . 2 . 5  m. When directed by the MA or whenever the contractor will
not follow the test procedures specified in the DOD Explosive Hazard Classification Procedures,
the contractor shall develop an alternative test plan which must be approved by the MA and the
DOD Explosive Safety Board hefore testing is conducted.

4 0 3 . 3  PM

403.3.1 Details to be specified in the SOW shall include the following, as applicable:

(RI a. Imposition of Task 403.

(RI b. Those sections of the Department of Defense Explosives Hazard Classification
Procedures containing the required test methods and procedures.

-

-

-

c. Specific hazard characterization data required. -

-
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TASK 404

EXPLOSIVE ORDNANCE DISPOSAL
SCURCJZDA’X!A

404.1 purposed. The purpose of this task is to require the contractor to provide source data,
explosive ordnance disposal procedures, recommended render safe procedures, and test items for
new or modified weapons systems, explosive ordnance items, and aircraft systems.

4 0 4 . 2  TASK.

404.2.1 Source  Data The contractor shall provide detailed source data on explosive ordnance
design functioning, and safety so that proper EOD tools, equipment and procedures can be validated
and verified. The Naval Explosive Ordnance Disposal Technology Center RJAVEODTECHCEN),
Indian Head, MD. will assist in establishing quantities and types of assets required.

404.22 Explosive ordnance disposal procedures. The contractor shall provide courses of action to
be taken by explosive ordnance disposal personnel to render safe and dispose of explosive ordnance.

404.2.3 Test items. The contractor shall provide test ordnance for the conduct of EOD validation
and verification testing.

--

404.3.1 Details to be specihd in the SOW shall include the following, as applicable.

CR) a. Imposition of this Task 404

b. Hazard  classification data for all explosive components.
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APPENDIX  A

GUIDANCE P’ORIMPLEMENTATION  OF
SYS'IEMS+U'ETYPROGRAMREQUIREMENTS

You, the Program Manager 0, should be aware that the issue of safety creu&es
several amflicting  incentives for contractors. Naturally, contractors have an
incentive to avoid serious, flagrant hazards that may jeopardize the ultimate future of
the program or oause  them to iucur liability for subsequent accidents. However,
through the Engineering Change Proposal (ECP) process, contractors generally
benefit from hazards allowed to creep into designs. ECPs are war profit centers.
The most diEcult  ECPs for a PM to disapprove are those flagged “Safety.” And if
safety problems are allowed to be created and remain undetected until late in
development, the fixes can wreak havoc with your budgets and schedules.

You acquire acceptably safe systems through a three step process. First,  you need to
prevent tbe initial creation of unnecessary  hazards. You do this by communicating to
the developer that safety is IMPORTANT to you personally. Insist they design it in,
not add it on. Dire&  the developer (contractor) to sensitize design engineers to be
attentive to system hazards while creating the design, so they may minim& t&e
number and severity of hazards initially residing in the system. This first step has
historically  proven to be a significant cost and problem avoidance technique-one
usually overlooked by P&Is.

Next, carefully tailor a system safety activity to meet specific program needs. NOTE:
If you omit the above first step, you will need a larger system safety effort to address
the greater number and variety of hazards that will populate the design.

Lastly, you need to manage residual hazards. You do this by understanding their
nature and impact, and assuring they are properly dispositioned. For hazards that
are to be “accepted,” take care to assure that this acceptance of risk occurs at the
proper level of authority--generally the greater the risk, the higher the approval level
needed for acceptance. Note that the higher level risks must be justified to the
decision makers, not the Safety community.

-

10. GENERAL. System safety engineering is the element of systems engineering involving the

-
application of scientific and engineering principles for the timely identification of hazards and
initiation of the actions necessary to eliminate/control hazards or reduce the associated risk to an
acceptable level within the system. It draws upon professional knowledge and specialized skills in
the mathematical, physical, and related scientific disciplines, together with the principles and
methods of engineering design and analysis to specify, predict, and evaluate the safety of the
system. The degree of safety achieved in a system is directly dependent upon the emphasis given.
This emphasis must be applied by the Government and contractors during all phases ofthe life
cycle. Design safety is a prelude to operational safety and the goal is to produce au inherently safe
product that will have the minimum operational safety requirements or restrictions.

10.1 b. This appendix provides rationale and guidance for the selection of requirements and
tasks to fit the needs of any system safety program, and identifies applicable data items for
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documenting the results &e&red  tasks

-

-

10.2 pumose. Provision for a system s&Q program as defined  by
this standard shall he iucluded iu all applicable eeutracts negotiated by DOD. These coutracts
include those negotiated within e&h DOD &ncy, by one DOD agency for another, and by DOD for
other Government agencies. In addition, each DOD in&use program shall conduct a system safety
program. This appeudix is to he used to tailor system safety requirements in the most cost effective
manner that meets e&&&shed program ehje&ives. However, it is oat iuteuded  to he referenced or
implemented iu eontra&ual documents

10.3 b. The user of this appendix may include the DOD MA, Government in-house activity,
prime contractors, associate contractwe,  or subcontractors, who wish to impose system safets tasks
upon their supplie.+).

.1 0 . 4  m . Thim  standard shall he tailored and incorporated in the hat of
compliance documents. ‘Xlored  system safety program requirements are spefied in the
contractual provisions includiug  the SOW, hiddenr’ iustructious, contra&  data requirements list,
general and special provision sections, annexes, and other contract4 means. A draft SSPP may be
submitted with the contractor’s proposal and be subject to contract negotiation. Upon approval by
the MA, this SSPP should be attached to the coutract,  referenced in the SOW, and with applicable
portions of this standard become the basis for contraotual  requirements.

. . . . . .
1 0 . 5  a. TheMAwill:

a Establish, plan, organize, implement and maintain an effective system safety program that
is integrated iuto all life cycle phases.

b. Establish definitive system safety program requirements for the procurement or
development of a system. The requirements shall be set forth clearly in the appropriate system
specifications and contractual documents and define:

(1) In the appropriate system specifications, the system safety  design requirements that
are available and applicable, and the specific risk levels considered acceptable for the system
Acceptable risk levels will be defined in terms of: a hasard  risk index  developed through a hazard
severity/hazard  probability matrix; an overall system mishap rate; demonstration of controls
required to preclude unacceptable conditions; satisfaction of specified standards/regulatory
requirements; or other suitable risk  assessment procedures.

(2) In the SOW, the system safety requirements that cannot be defined in the system
specifications. ‘Ibis would include general design guidelines in paragraph 4.3.

(3) In the SOW and contract data requirements list as applicable, the specified safety
data; e.g., analyses, tests, or progress reports that will be required during the scope of the effort

c. Ensure that an SSPP is prepared that reflects in detail how the total program is to be
conducted.

d. Review and approve for implementation the SSPPs  prepared by the contractor.

e. Supply historical safety data ss available.
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f. Monitor contractors’  system safew  activities and review and approve deliverable data, if
applicable, to ensure adequate performance and compliance with system eafety  requirements.

g. Ensure that the appropriate system spec&ations are updated to &lect nts&s  of
analyses, tests, and evaluations

h. Evaluate new design criteria for inhsion  into military specScations  and standards and
submit recommendations to the respective responsible  organisation.

i. Establish syshm safety groups as required hy the appropriate service organizations to
assist the program manager in developing and implementing a system safe@  program.

j. Establish work breakdown shxture  elements at appmphte 1eAs fh system safety
program management and engineering.

k. Provide technical data on GFEYGF’P  to enable the contractor to accomplish the defined
tasks.

20. C. Referenced documents are not included herein. Referenced
documents required to supplement this military standard are specified in the system specifications
and other contractual documents.

30. sysI7rlM. Section 4, “General Requirements”, provides basic
system safety  requirements most DOD 5ystems and &ilitiee  acquisition prooramS should meet.
Task 101, which implements Section 4, mast he imposed as a single general task to instruct the
contractor to conduct a system safety program. It can be tailored to fit the different types  and sizes
of programs. Additional tasks in section 100,200,300 and 400 or other spe&c tasks not in this
standard, must also he detailed in the SOW to fulfill specific needs of individual programs.

3 0 . 1  d. The MA must make  sure that the
contractor has a viable system safety program. This paragraph directs the e5tablishment  of such  a
program and, if tasked, the SSPP will describe it

30.1.1 m. Whether the contractor ha5 an &sting  system safety management
structure or has to create one, the MA needs to examine the policies and processes to determine if
they are consistent with program requirements. The MA shall then attempt to resolve any such
issues promptly to avoid program delays or disconnects. The MA should also specify any special
incident investigation and reporting requirements.

30.1.2 mwstem The MA can require that key system safety personnel meet
certain minimum qualibcations.  Key system safety personnel are usually limited to the person who
has supervisory responeibility/technical  approval authority for the system safety work. A guide is
provided at Table  3. The MA must specify the minimum qualifications of key personnel in the
SOW. Some programs will require that key system safety personnel possess special qualifications.
These special qualifications must also  he specified in the SOW.-
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TABLE 3. MINIMUM QUALIFICATIONS FOR KEY SYSTEM SAFETYPERSONNEL
-

Edumn w- certification
:0ItlIhXitY

BS in Engineering, Four  years in Desired:
High Physical Science or system s&ety or CSPW or

othe? related discipline Professional Engr.

Bachelor’s Degree Two years in Enhancement:
Mod0rate phls training in system safety  or CsPn or

system safetg related discipline Professional Engr.

High School Diploma Four years in
LOW plus training in esBt-safaty None

system safety

+ NOTE: MA ma spec’
t CSP - Certifiedkrfety9%

other degrees or certification in SOW.
ofessional

. .
3 0 2  mThese are the core system
safety program objectives and are applicable to most, if not all, DOD systems and facilities
acquisition programs. The MA may add to, delete or modify these objectives to fit the project.

.3 0 . 3  *_These are the general
design requirements needed to meet ths core objectkes. The MA must provide more specific

guidance to the contractor based on the type of sgstem  being acquired. The more closely the
requirements relate to a given project, the easier the designers can incorporate them into the
system.

3 0 . 4  Q.

30.4.1 The overall goal of a system safety program is to design systems that do not contain hazards
which can result in an unacceptable level of mishap risk since the nature of most complex systems
makes it impossible or impractical to design them completely hazard-free. As hazard analyses are
performed, hazards will be identied that will require resolution System safety precedence defines
the order to be followed for satisfying system safety requirements and reducing risks. The
alternatives for eliminating the specific hazard or controlling its associated risk are evaluated so
that an acceptable method for risk reduction can be agreed to.

30.42 Hazard identification, categorization, and corrective actions are to proceed through design,
development, and testing of all development phases. Assessment of risk is necessary in determining
what corrective actions are to be taken. Whatever level of hazard risk reduction is taken, it is to be
thoroughly justified in all cases.

-

-

-

-

-

-

-

-

-

30.5 .

30.51 To determine what actions to take to ehminat&ontrol  identified hazards, a system of
determining the level of risk involved must be developed. A good risk assessment model will enable
decision makers to properly understand the amount of risk involved relative to what it will cost in -
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schedule and dollars to reduce that risk to an acceptile  level.

-

-

-

-

-

-

30.62 To eliminate or otherwise control as many haxards as possible, prioritize haxards for
corrective action. A categorization  of hasards ma.. be conducted according to risk level criteria
Categorization may be based on severity since uot all haxards  are of equal magnitude or criticality
to peraonuel  safety and mission success. In some  cases, the anticipated consequences ofhazardous
events may be minimal, while in others, cataskophic.  Haxardcategorixation  may also involve the
determination of the likelihood ofthe  hazardous event actually occurring. ‘Ibis may be reported in
non-numeric (qualitative) terms, such as frequent, occasional, or improbable: or in numeric
(quantitative) terms such as once in ten thousand flights, or lXlO9flight.  Frioritixation  may be
accomplished either subjectively by qualitative analyses resulting in a comparative hazard  risk
sssessment  or through quantification of the probability of occurrence resuhing  in a numeric priority
factor for that hazardous condition. ,Figures 1 and 2 show two efor hazard risk
assessment which can bs applied to provide qualitatiVe  priority factors for assigning corrective
s&ion. In the first matrix an identified haxard as&ned  a hazard  risk index of lA, lB, lC, 2& 2B,
or 3A might require immediate corrective action. A hazard risk index of XI,  2C, 2D, 3B, or 3C
would be tracked for possible corrective action. A hazard risk index of lE, 2E, 3D, or 3E might have
a lower priority for corrective action and may not warrant any tracking actions. In the second
matrix, risk indices of 1 through 20 (1 being highest risk) are assigned somewhat arbitrarily. This
matrix design assigns a different index to each frequency-category pair tbws avoiding the situation
caused

FEuREl.FT.RsT-LE HAZARD  BISKASSESSMENT  MATRXX

* Example of quantitative criteria

ul m, lC,2A,2B,3A Unacceptable
lD, 2C, 2D, 3B, 3C Undesirable (IMA decision required)
lE,ZE,3D,3E,4A,4B Acceptable with review by klA
4C, 4D, 4E Acceptable without review
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F’IGUREZ.  SKCONDKXAMPLE~KISKASSESSMFNTMATIUX

?TtBQuBNT 1 3 7 l2

PROBABLB 2 6 9 16

OCCASlONAL 4 6 11 16

l - 5 Unacceptable
6 - 9 Undesirable (MA decision required)
10-17 Acceptable with review by IVIA
18-20 Acceptable without review

by creating indices as products of numbers assigned to frequency and category which causes
common results such as 2 X 6 = 3 X 4 = 4 X 3. This situation hides information pertinent to
prioritization. These are only examples of a risk assessment methods and do not fit all programs.
The MA working with the contractor(s) must decide the proper risk assessment approach for each
system. Then  describe the risk assessment method in the SSPP or other appropriate document.

30.5.3 m This is a means of further prioritizing hazards that may have the same risk
hazard index, other factors (such as effect on mission/operation or economic, sociological and
political implications to the extent known) when assessing the risk. An example is the use of a
hazardous material that could contaminate the environment, cause adverse health effects to service
members as well as private citizens and result in hazardous wastes that must be treated specially
even if no mishap occurs. The material may deserve higher consideration for resolution than a
hardware design that could cause a loss of a system through a mishap. The MA should identify any
impacts they want the contractor to consider when tailoring Section 4.

.3 0 . 6  (onBy this requirement the
contractor is to resolve CATASTROPHIC and CRITICAL hazards through design changes or
incorporation of safety devices. If the MA desires other hazards to be handled in this way, the
paragraph is to be tailored to so indicate. The MA must also make sure the contractor knows how
to process alternative recommendations, if needed. Usually the contractor processes these
recommendations as part of a hazard analysis or hazard tracking technique. Programs that don’t
require one of these approaches must provide a recommendation procedure.

30.6.12. The MA must know what residual risk exists
in the system being acquired. For significant hazards, the MA is required to raise residual risk to
higher levels

-

-

-

-

-

-
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F’IGURE 3. EXAMPL8 DECISION AUTHORITYMATiUXFOBREgDUALRISK

-

-

-

-

HIGH !%rvice  Acquisition Executive
MEDIUM Program Executive OBicer

LOW Program Manager

such as the Program Executive Officer or Service Acquisition Executive for action or acceptance.
This requirement causes the contractor to document the action(s) taken within the scope of the
contract. The MA may be able to apply additional resources or other remedies to help the
contractor satisfactorily resolve the issue. If not, the MA can add their position to the contractors
information, and forward the matter to a higher decision authority. Figure 3 is an example of a
decision authority m&-ix based on the hazard  risk index approaeb.

30.7k The initial assessment of risk  for software,
and consequently software controlled or software intensive systems, cannot rely solely on the
hazard severity and probability. Determination of the probability of failure of a single software
function is difKcult.  at best and cannot be based on historical data. Software is generally application
specific and reliability  parameters associated with it cannot be estimated in the same manner as
hardware is. Therefore, another approach is recommended for the initial software risk assessment
that considers the potential hazard severity and the degree of control that software exercises over
the hardware. The degree of control is defined using the software control categories.

a. Software Control Categories.

I Software exercises autonomous control over potentially hazardous hardware systems,
subsystems or components without the possibility of intervention to preclude the
occurrence of a hazard. Failure of the softorare  or a failure to prevent an event leads
directly to a hazard’s occurrence.

IIa Software exercises control over potentially hazardous hardware systems, subsystems, or
components allowing time for intervention by independent safety systems to mitigate
the hazard. However, these systems by themselves are not considered adequate.

IIb Software item displays information requiring immediate operator action to mitigate a
hazard. Software failures will allow or fail to prevent the hazard’s occurrence.

IIIa Software item issues commands over potentially hazardous hardware systems,
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s&systems  or components requiring human action to complete the control function.
There are several, redundant, independent s&&y measures for each hazardous event.

IIIb Software generates information ofa safety critical nature ussd to make safety critical
decisions. There  are several, redundant, independent safety measures for each
hazardous event.

IV Software does not control safety critical hardware systems, subsystems or components
and does not provide safety critical information.

b. Software Hazard Criticality Mati The Software Hazard Criticality Matrix (F’ig 4) is
similar to the Hazard Risk Assessment Matrix in this Appendix The matrix is
established using the hazard categories for the rows and the Software Control Categories
for the columns. The matrix is completed by asmighg  Software Hazard  Risk Index
numbers to each element just as Hazard Risk Index numbers are assigned in the Hazard
Risk Assessment Matrix. A Software Hazard Risk Index (SHRI) of ‘1’ from the matrix
implies that the risk may be unacceptable. A SHRI of ‘2’ to ‘4’ is undesirable or requires
acceptance from  the managing activity. Unlike the hardware related IIRI,  a low index
number does not mean that a design is unacceptable. Rather, it indicates that greater
resources need to be applied to the analysis and testing of the software and its interaction
witb  the system.

FIGURE 4. EXAMPLE SCFlWARlI  HAZARD CRlTIcALlTYMATRM

EC&i&D CATASTBOPHIC CBlTICAL  BemmNAL NBGLI-
CATBQOBY

CoNrBOL
cATlM3oBY

I 1 1 3 5

II 1 2 4 5

xxx 2 3 5 5

xv 3 4 5 5

1
2

High risk - significant analysis and testing resources
Medium risk - requirements and design analysis and in-
depth testing required

3-4 Moderate risk - high level analysis and testing acceptable
with Managing Activity approval

5 Low Risk - Acceptable

-

-

-

-

-

-

-

-

-

-

-

4 0 .  _TASK

40.1 Selection

A-8



FIGURB 3. KKMUPLE  DECISION AUTHORITY IKATKIX  FOR R&sDuALKISK

-

-

-

-

HIGH Service Acquisition Kxecutive
kl.EDIUM Program Executive Of&et

LOW Program Manager

such as the Program Executive OfFicer or Service Acquisition Executive for action or acceptance.
This requirement causes the contractor to document the action(s) taken within the scope of the
contract. The MA may be able to apply additional resources or other remedies to help the
contractor satisfactorily resolve the issue. If not, the MA can add their position to the contractors
information, and forward the matter to a higher decision authority. Figure 3 is an example of a
decision authority matrix based on the hazard  risk index approach.

30.7 Q Ihe initial assessment of risk  for software,
and consequently soRware  controlled or so&ware intensive systems, cannot rely solely on the
hazard severity and probability. Determination of the probability of failure of a single software
function is difficult at best and cannot be based on historical data Software  is generally application
specif% and reliability parameters associated with it cannot be estimated in the same manner as
hardware is. Therefore, another approach is recommended for the initial software risk assessment
that considers the potential hazard  severity and the degree of control that s&ware exercises over
the hardware. The degree of control is defined using the software  control categories.

a. Software Control Categories.

I Software exercises autonomous control over potentially hazardous hardware systems,
subsystems or components without the possibility of intervention to preclude the
occurrence of a hazard. Failure of the software or a failure to prevent an event leads
directly to a hazard’s occurrence.

IIa SoRware  exercises control over potentially hazardous hardware systems, subsystems, or
components allowing time for intervention by independent safety systems to mitigate
the hazard. However, these systems by themselves are not considered adequate.

IIh Software item displays information requiring immediate operator action to mitigate a
hazard. Software failures will allow or fail to prevent the hazard’s occurrence.

IIIa Sofiware item issues commands over potentially hazardous hardware systems,
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m&systems  or components requiring human action to complete the control function.
There are several, redundant, independent safety measures for each hazardous event.

II&  Software generates information ofa safety critical nature used to make safats  critical
decisions. There  are several, redundant, independent safety measures for each
hazardous event.

IV Software does not control safety critical hardware systems, subsystems or components
and does not provide safe@ critical information.

b. Software ?lazard Criticality Matrix_ The So&ware  Hazard Criticality Matrix (Fig 4) is
similar to the Hazard Risk Assessment Matrix in this Appendi= The matrix is
established using the hazard categories for the rows and the &&ware  Control Categories
for the columns. ‘Ihe matrix is completed by assigning Software Hazard Risk Index
numbers to each element just as Hazard Risk Iudex  numbers are assigned in the Hazard
Risk  Assessment Matrix. A So&ware Hazard Risk  Index (SHRI)  of ‘I’ from the matrix
implies that the risk may be unacceptable. A SHRI of ‘2’ to ‘4’ is undesirable or requires
acceptance from the managing activity. Unlike the hardware related HRI, a low index
number does not mean that a design is unacceptable. Rather, it indicates that greater
resources need to be applied to the analysis and testing of the software and its interaction
witb the system.

FIGURE 4. EXAMPLE SCFTWA.W  HAZARD CRlTICALITyMATRM

BAXARD  CAT-PKK  C R I T I C A L  MARGINAL NRGLI-
CMW3ORY

COIWROL
CAmRY

I 1 1 3 6

II 1 2 4 5

2
I

3
I

5
I

5

Iv 3 4 6 5

1
2

High risk - significant analysis and testing resources
Medium risk - requirements and design analysis and in-
depth testing required

3-4 Moderate risk - high level analysis and testing acceptable
with Managing Activity approval

5 Low Risk - Acceptable

-

-

-

-

-

-

-

-

-

-
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40.1.1 A major challenge which co&onts all G~vemme nt and industry orgauizatioua  responsible
for a system safe@  program is the ii&c&n and timing of tasks and availability of hazard  analyses,
which can xnatariany  aid in attaining program &u&y requirementa  Schedule audfuuding
constraints mandate a cost effective selection, one that is based on identified  program needa  The
considerations presented herein are intended to provide guidance and rationale for this selection.
They are also intended to jog the memory for lessona learned to provoke questions which must be
answered and to encourage dialogue with other er@neers, and operations and support personnel so
that answers to questions  and solutions to problems cau be found. Tables 4 and 6, and Appendix B
provides guidance for timing of task requirements, data deliverables, and completion and
availability of hazard analyses resulta.

40.1.2 Once appropriate tasks have been selected, the tasks themselves must be tailored and
specified by the MA as outlined in the “DETAIW  ?I0 BE SPECIETED.’  It is also important to
coordinate task requirements with other engineering support grou& such as logistics support,
reliability, etc., to eliminate duplication of tasks and to be aware of any additional information of
value to system safety which these other  groups can provide. Finally, the timing and depth
required for each task, as well as action to be taken based on task outcome, are largely dependent
on individual experience and program requirements. For these reasons, hard and fast rules are not
stated

40.2 ~~trii . Tables 4 and 6 herein provide general guidance on
task selection to establish an acceptable and cost effective system safety program. These tables can
be used to initially identify those tasks which typically are included in an eff&ctive  system safety
program for the particular acquisition phase involved. The usor  of the document can then refer to
the particular task referenced by the matrix aud determine from the detailed purpose at the
beginning of the task ifit is appropriate to identify as a program task. The use of this matrix for
developing a system safety  program is to be considered as optional guidance only and is not to be
construed as covering all procurement situations. The provisions of applicable regulations must
also be followed.

40.3 . . .s. The problem of prioritizing or establishing a baseline group from all
the tasks in this document cannot be solved unless variables like system complexity, program
phase, availability of funds,  schedule, etc., are known. Task 101, System Safety Program, is
required, and tailoring should be based on total program cost and complexity. All other tasks
require Task 101 as a prerequisite.

. *40.3.1  Identavinp. The elements of a system safety
program must be selected to meet the safety needs. These needs are identified by higher authority
through directives and other documents. Identifying and quantifying these needs must be
accomplished prior to the appropriate acquisition phase so that tasks and requirements
commensurate with the needs may be included. The tasks and requirements which are included
establish the framework for the continuing system safety dialogue between the MA and the
proposing contractors, one or more of whom will ultimately be selected to develop the system.

40.32 .m to Fit &Q&&g In moat cases, the need for the tasks is self+vident.
While experience plays a key role in task’selection, it should be supplemented by a more detailed
study of the program. Consideration must be given to the size/dollar value of the program and the
expected level of risk involved. The selection of tasks must be applicable not only to the program
phase, but also to the perceived risks involved in the design and the funds available to perform the
system safety effort. Table 6 provides examples of typically tailored system safety programs based
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on size or project risk. Once recommendations for task applications have heen determined and more
detailed requirements identified, tasks and requkments  can be prioritized and a “rough order of
magnitude” estimate should be made of the time and effort  required to complete each tak This
informationwlllbeefooasiderableM~inoeledingthetasLowhichcanbenrrrrmdiPhedwithin
schedule and funding constraints.

TABLE 4. APPLICA!l!ION  MATRIX FOR SYWEBb  PROGRAM DEVELOPMENT

!a04 SuBsYsrEN lj.s%RD  ANALYSIS ENG N/A.  G C GC  GC

!205 sYsrEM?IAzARDANALYsIs ENC N/A c G Gc Gc

208 OPERATING  AND SUPPORT HAZARD ANALYSIS RNG S G GGCGC

207 HRALTHHAZARDASSESSMENT ENG G GGGCGC

so1 SAFErYASS- RNG S 6 S s 8

302 TEm AND EVALUATION SAF’EIY ENG G G G G G

SAFETY REVIEW OF ENGINEERING CHANGE PROPOSALS, FSNG NIA 0 G G 0
303 SPJZCIFICATION  CHANGE NOTICES, SOF-lWARE  PROBLEM

REF’ORTS.  AND REQUESTS F’OR  DEVIATION/WAIVER
401 SAFETY  VERLFICATION EN0 S C G 8 S

402 sAFErYCOMPLJANCEASSEsSMENT ENG S G G S S

403 EXPLOSIVE mCMSSIFICATION  AND CXARACTRRISI’ICS Mcr S S S S S
DATA

404 EXPLOSIVE ORDNANCE DISPOSAL SOURCE DATA MOT 9 s S S S

ENC.SystemSJetyE~  O-cooorptw S-&hCtiVOIyAeptiabk
MGT - System Sdety  M-eat I - Denmmtn G-QeamllyAppE&

II - Engi~~carin~/m~o~ting  Development GC - Gad Applislble  to Design  Change  Only
III - Fhductioddapbylnent N/A  - Not Appliable
IV - oprhoodsupport

-

-

-

-

-

-

-
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TABLE 5. APPLJCATION  MATRIXFOR FAC- ACQUISITION

-

--

-

-

-

-

-

-

-

-

103 SYSTEM  SAFETY PROGRAM PLAN MGT s G G S

102 IlwH3RATI0lwMANA~EMErsT  OF AsscxxAm MOT S S S S
tI!omRAcToRasuBooNTRAcrGRaANDAEpJRLIB  I 1

104 s!csxM  SAFETY PRoGlulbl  REvIEwwAuDITs MGT G G G G

I 207 1 ?iEALTHHAZARDMSESMENT G 1 S

403 ExPLosIvE  HAZARD CLASSIFICATION AND EWG WA S S S
CHARACTERISTICS DATA
c404 N/A S S S

NOTES: m
ENC - System Safety Engineering I - Programming and Requirements S - S&direly  AppIicabk
MGT - System Safety Management Development G - CcneraIly AppIicabIe

II - Concept Design GC - Gener~J  AppIiable  to Design Change Only
III - RIUI  Design N/A - Not Appiicabk
IV - Calatruction
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TABLE 6. EXAMPLE TASK SELECTION FOR TYPICAL PROGRAMS
BASED ON DOLLAR ORRISKAMO~*

TASKlOl-Symtemhfetyhqgram TASK  101 - Syabm  &f&y Fhgran TMiKlOl-QstemSafetyPmpan
TASK 102 - SSPP TASK102-SSPP TASK102-SSPP
TASK201-IMimimyHmdList TASK 104 - Rmiewd Audita TASK 102 - IntegrU~  of
TASK202-PHA TASKlOFi-SSGBSWG
T&X206-SHA TASKlO6-HuniThcking TASK 164 - RevitiAudib
TASKiiOl-S&iyAnmmmmnt TASK201-Re~HazardList TASK 106 - ssQlssw0

TASK202-PHA TASK106-HazardTmckhg
TASK201-SHA TASKlO7-~ApsrsgRcpXtd
TASK206-SHA TA!SK  201- Pmliminary  Hazard List
TAsK206-OUSSHA TASK202-PHA
TASK207-HHA TASK204-SSHA
TABK 402 - Safety Compl.imcs TASK206-SHA

-t TASK206-OMHA
TASK207-HI34
TASK!iOl-S&QA
TASK302-‘IkmtandEvalSefety
TA!3K602-SabtyECPs
TAsg 401- S&sty  VmSation
TASK403-FaplosiveHuardClm

NOTES:
(1) Each selected task is to be tailored and MA details added in the SOW.
(2) These tasks may be applied at different phases of the program (See  Tables 4 & 5).

50.

50.1.1 1.This task is required if this standard is imposed. Task
101 requires the contractor to set up and conduct a system safety program to meet the requirements
of Section 4. Because of the general nature of Section  4, careful tailoring of the requirements
contained therein is necessary for each program, particularly for relatively small efforts.

50.1.1.1 Requirements that are not included in Section 4, such as Appendix B through D or from
some source other than this standard, may be added by the MA

5O.l.l.Z  In this task the acceptable level(s) of risk must be specified and these levels should apply to
the entire program. The MA may use one of the examples at Figures 1 or 2 or require some other
approach to rank hazards. Note that the definitions of each severity and probability level should be
tailored to the program and not left  so generic.

50.1.1.3 If the MA has specific requirements for handling incidents and wants the contractor to
adhere to these requirements, this is a good place to insert them. Also, other items such as those

-_

-

-

-

-

-
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listed in paragraph 101.3.1.e  should be inch&d

-

-

-

--

-

-

-

-

50.1.2.1 The system safety program plan (SSPP) is a basic tool used by the hIA to assist in
managing an eiX3ctive  system safety program. It can be used to evaluate the various  contractors’
approaches to, understanding  of, and ex8cution of their  system safety tesks, their depth of planning
to make sure their proc8dur8s  far implementing and contf&ing eyetern  safety tasks a= adequate,
and their organizational structure to make sure appropriate attention will be focused on system
safety  activities.

50.1.22  A SSPP is normally prepared by the contractor and when approved by the Mq becomes the
basis of understanding between the contractor and the MA as to how the system safety program is
to be conducted. The approved SSPP may serve as a conkactually  binding document vice a
guidance docume nt The MA must place 8 requirement for this in the SOW.

50.1.2.3 The SSPP identifies all safety program activities specified  by the MA and shows how the
safety program will provide input or preclude duplication of effort The plan provides specific
information to show how the contractor will meet quantitative and/or qualitative safety
requirements during development, production, and construction phases. When prepared  in
response to a request for proposal, the SSPP serves as a thorough cross-index to the safkty
management and engineering proposals contained in the contractor’s response. This plan must
clearly reflect the safety features of the response.

50.1.24 On small programs,  or large programs with s8veral  as6ociate  coxbtrachra  where the MA is
the integrator, or where the MA has a firm idea of the type and maguitude of the system d&y
effort required, the MA may prepare the SSPP and attach it to the SOW. ‘Ihis &en will save funds
since the MA would not need to buy the plan from the contractor, and also informs the contractor
just what is expected. Not only does this allow contractors to price the e%rt in their bids, it
eliminates the possibility of entering into multiple rounds of submittals and disapprovals due to
miscommunication on both sides as to what is desired. However, if the contractor does not prepare
an SSPP, other than in the proposal itself, the MA obtains no immediate information as to whether
the contractor understands the system safety requirements. &en with an MA prepared SSPP some
data must be provided by the contractor to describe particular contractor organization and internal
processes and interfaces. Some MA’s have developed “6%in-the-blank”  SSPPs  to simplify and
standardize contractor responses and responsibilities.

50.1.2.5 The format and instructions for preparing an SSPP  are specified in Task 102 and DOD
authorized Data Item DI-SAPI’-8OlOOA  System Safety Program Plan. This date item must be
tailored for each program by requiring certain paragraphs to be listed on the contract data
requirements list, DD Form 1423. Preliminary SSPPs are often required to be submitted with the
contractor’s proposal. This allows for the proposed system safety effort to be considered during
source selection. Additionally, if the scope of the effort is excessive, inadequate, or misdirected, it
provides time to get the contractor or MA to resolve the issues and revise the SSPP prior to contract
initiation.

.50.1.3  IntePration/MaDReement
. .

Englneenne.  Major programs or construction projects will ofken have an
integrating contractor, multiple associate contractors and subcontractors, and AE firms under
contract. An integrating contractor or a facilities acquisition contractor will often have the
responsibility to oversee system safety efforts of associate contractors or AE firms. Task 103
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provides the authority for management surveillance needed by the integrating or faci3ities
acquisition contractor by assigning the various system safety roles of associate  contractors,
subcontractors, integrators, and construction firma The ir@rator  should be tasked to write an
ISSPP according to the requirements outlined in Task 102.  The integrator or facilities acquisition
contractor should be tasked to perform system haxard  analyses and assessments to cover the
interfaces  between thevarious contzx~ctor?$  por&ms  ofthe eyatem  or construction effort. All
contractoxs  and AE firms should  be made aware  oftbe in-s or facibties  acquisition
contractors  role of overall system aaMy  management The integrator needs to resolve dif&rences
between aesaciatas  in safety-related  areas The MA wiU aid the4 intqmtor in these &orts to make
sure ail eontractors and firms mutually understand the system safety requirements, and their
respective responsibilities to comply with them.

. .60.1.4 a.

50.141 In addition to the system safety reviews requi&  by other DOD or service regulations and
k0L-STDs  (at milestone design reviews and audits), the MA may require special safety reviews or
audits. Note that the first subtask  is for contractor performed reviews/audits, and the second
subtask  is for contractor support of reviewdaudits performed by the MA on the contractorM. Early
in a major program, system safety reviews should be held at least quarterly and as the program
progresses, time between reviews can be extended. In addition to more detailed coverage ofthose
items discussed at milestone design  reviews, the reviews should address progress on all system
safety tasks specified in the SOW.

50.1.4.2 All program reviews/audits provide an opportunity to review and assign  action items and to
explore other areas of concern. A mutually -pt&Je agandrr/checkhst  should be written to make
gure all system safety open items  are covered and that all participants are prepared for meaningful
d&ussioxra  It may be cost effective tro specify that these system safety reviedaudite  be held in
conjunction with Program Management Review or System Safeg  Group meetings; however, care
must be taken to provide adequate time and attention to the review or audit.

50.1.4.3  Contractor support of special system safety reviews may be needed to fulfill requirements
of phase safety reviews, munitions safety boards, flight readiness reviews, and other safety
review/certification  authorities. Support requirements should be specified in the SOW as part of
Task 104. The MA should provide as much detail on the who, what, when, where, and why for each
special review process eo that the contractor can properly price the effort DX-SAFT-80105A,
System Safety Program Progress Report, can be used to document reviews/audits.

50.1.5 CllQ ss .

50.1.6.1 Individual service regulations require formation of SSCYSSWGs for acquisition of
expensive, complex or critical systems, equipment or major  facilities. Contractor support of an
SSGMWG  is very useful and may be necessary to make sure procured hardware and software is
acceptably free from hazards that could injure personnei  or cause unnecessary damage or loss. The
level of support desired from the amtractor  must be detailed in the contract through imposition of
Task 105.

60.1.5.2  A minimum of one SSG meeting per year is recommended. Specify the roles of the
contractor(s) and planned locations of the SSG meetings. Holding some at the contractor’s plant
allows more participation by the contractor’s staff and a chance for everyone to see the developing
system.

-

-

-

-

-

-
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50.1.6 Hnzard A method or procedure must be
developed to document and track hazards and progress m;rde toward elimination or control of
hazards and reduction of the associated risk. Each prime or associate contractor may maintain
their own hazard log or assessment report, or the integrator or MA will maintain the document. If
the contractor is to maintain the log, Task 106 must be imposed. Each hazard that meets or exceeds
the threshold specified by the MA shall be entered on the log when first identified, and each action
taken to eliminate the hazard or reduce the associated risk thoroughly documented. The MA will
detail the procedure for closing-out the hazard, or acceptance of any residual risk. The hazard log
may be documented and delivered as part of the system safety progress summary using DMAFT-
80105A,  System Safety Program Progre~ Report,  or it can be inchded as part of an ovemll  program
engineering/management report

50.1.7E 1071. The system safety progress  summary
provides a periodic written report of the status of system safety engineering and management
activities. This status report may be submitted monthly or quarterly. It can be formatted and
delivered according to DI-SAFI’- 80105A,  System  Safety Program Progress Report,  or it can be
included as part of an overall program engineering/management report

50.2 . .00-m.

.
50.2.1 a. The PHL provides to the MA a list of hazards that
may require special safety design emphasis or hazardous areas where in-depth analyses need to be
done. The PHL may be required as part ofthe bidder’s response to an RPP. ‘Ihe MA may use the
results of the PHL to determine hazards associated  with the proposed concept, system safety
capability of the contractor, or the scope of follow-on hazard analyses (PHA,  SSHA, etc.). The PHL
may be obtained using DI-SAFI’-8010lA,  System safety Hazard Analysis Report

50.2.2 fi.

50.2.2.1 PHA is, as implied by the title, the initial effort in hazard analysis during the system
design phase or the programming and requirements development phase for fadlities  acquisition. It
may also be used on an operational system for the initial examination of the state of safety. The
purpose of the PHA is not to affect  control of all risks but to fully recognize the hazardous states
with all of the accompanying system implications.

50.2.2.2  The PHA effort should be commenced during the initial phases of system concept, or in the
case of a fully operational system, at the initiation of a safety evaluation. This will help in the use
of PHA results in tradeoff studies which are so important in the early phases of system development
or, in the case of an operational system, aid in an early determination of the state of safety. The
output of the PHA may be used in developing system safety requirements and in preparing
performance and design specifications. In addition, the PHA is the basic hazard analysis which
establishes the framework for other hazard analyses which may be performed.

50.2.2.3  The PIIA  should include, but not be limited to, the following activities:

a A review of pertinent historical safety experience.

b. A categorized listing of known hazards.

c. An investigation of the various hazards to determine the provisions which have been
developed for their control.

A-15



APPENDIXA -

d. hiedification  of the safety requirements and other regulations perbining  to personnel
safety, environmental bauuds,  and toxic substances with which the system will have to
-ply*

e. Recommend corrective actions.

60.2.2.4  Since the PICA  should be initiatad very early in the planning phase, the data available to
the analyst may be incomplete and informaL  Therefore, &ucture  the analysis to permit  continual
revision and updating as the conceptual approach is modified and refined As soon as the
subsystem design details are complete enough to allow the analyst to begin the subsystem hazard
analysis in detail, terminate the PI-IA  Provide the analyst performing the PHA with the following
reference input information:

a Design  sketches, drawings, and data describing the system and subsystem elements for the
various conceptual approaches under consideration.

b. Functional flow diagrams and related data describing the proposed sequence of activities,
functions, and operations, involving the system elements during the contemplated life
span.

c. Background information related to safety  requirements associated with the contemplated
testing, manufacturing, storage, repair, and use locations and safety related experiences
of similar previous programs or activities.

60.2.2.5  The techniques used to perform this analysis must be carefully selected to minimizr!
problems in performing follow-on analyses. ‘Ibe PHA may be documented as outlined in DLSAFT-
8OlOlA, System Safety Hazard Analysis Report There are several formats that can be used. Some
of these are:

50.2.2.5.1  Narrative format The narrative format is relatively unstructured and as a result there
are many different formats available. The format primarily depends on the analyst and the type of
information required from the analysis.

50.2.2.6.2  Matrix format. The matrix format (also called tabular or columnar1 is the most
commonly used approach for performing and documenting a PHA There are numerous varieties of
PHA matrix formats in use, most ofwhich  are fairly similar.

50.2.2.5.3  Other  formats. The format used should be tailored to reflect the nature of the system to
be analyzed, the extent of information about the system, and the planned nae of the analysis output
data. The analyst must determine which can do the job most effectively. The use of system safety
design checklists, such as Air Force Materiel Command Design Handbook l-X, in the performance
of a PHA can be a very effective method.

. . .50.2.3  ). In the early system design phase, the
contractor shall anticipate the system design, including likely so&ware  control and monitoring
functions, saf?ng systems, etc., to determine the potential relationship between system level
hazards, hardware elements and software control, monitoring and safety functions. From this
analysis, the contractor shall develop design requirements, guidelines and recommendations to
eliminate or reduce the risk of those hazards to an acceptable level. In addition, generic

-

-

-

-

-

-
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requirements documents shall be examined and the applicability of the design requirements
determined and included in the analysis. During the system requirements analysis and functional
allocation phases, the contractor shall analyze the system and softwars design and requirements
documents to refine the identification of potzntial hazards  associated with the control of the system,
safety critical data generated or controlled by the system, safety critical non-control functions
performed by the system, and unsafe operating modes for resolution. The Safety Requirements/
Criteria Analysis is substantially complete by the time the allocated baseline is detined. The
requirements are developed to address hazards, both specific aud non-specific, in hardware and
software. While the development of requirements is generally intended to be part of the PI& ofken
this aspect is not accompliabed  and the SRCA is direuzted  specifically at this. In addition, the PHA
does not lend itself to the inclusion of design requimments that are not related to an identided
hazard. ‘Ihe SRCA can be documented using DI-SAIT-8O1OlA,  System Safety Hazard Analysis
&port.-

50.2.3.1  The bfA must define acceptable levels of risk; however, if this  has been defined in tailoring
another task for the program, it is not necessary to repeat it here.

-

5023.2 The MA must provide the who, what, when, and where of the review support required.

-- 50.2.3.3 The MA may require the we of more than one type of hazard assessment particularly
when examining software requirements.

50.2.4 c .-

-

-

-

-

-

-

-

50.2.4-l Tbis task would be performed if a system under development contained subsystems or
components that when integrated firnctioned  together as a system. Tbis analysis looks at each
subsystsm  or component and identifiw  hazards associated with operating or faihire modes and is
especially intended to determine how operation or failure of components affects the overall safety of
the system. This analysis should identify necessary actions, using the system safety precedence to
determine how to eliminate or reduce the risk of identitied hazards.

50.2.4.2 As soon as subsystems are designed in suiKcient  detail, or well into concept design for
facilities acquisition, the SSHA can begin. It should be updated as the design matures. Design
changes to components will also need to be evaluated to determine whether the safety of the system
is affected.  Tbe techniques used for this analysis must he carefully selected to minimixe  problems in
integrating subsystem hazard analyses into the system hazard analysis. The SSHA may be
documented as outlined in DI-!%FT-8010lA,  System Safety Haxard  Analysis Report

50.2.5 t 205).

50.2.5.1  A SHA is accomplished in much the same way as the subsystem haxard analysis. However,
as the SSHA examines how component operation or failure affects the system, the SHA determines
how system operation and failure modes can affect  the safety of the system and its subsystems. The
SHA should begin as the system design matures, around the preliminary design review or the
facilities concept design review milestone, and should be updated until the design is complete.
Design changes will need to be evaluated to determine their effects on the safety of the system and
its subsystems. This analysis should contain recommended actions, applying the system safety
precedence, to eliminate or reduce the risk of identified hazards.

50.2.5.2 Specifically, the SHA examines all subsystem interfaces and interfaces with other systems
for:
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a Compliance with 6afety  criteria called  out in the applicable  system/subsystem
requinmentsdocumsnta

b. Possible combinations  of independent  or dependent failures that can cause hazards to the
system or pemonneL Faihzrea of controls and safety devices should be considered.

C. How normal operations of systems and suhsysuxns can degrade the safety of the system.

d. Design changes to system, subsystems, or interfaces, logic, and so&ware that can create
new hazawls to equipment and personnel.

The techniques used to perform this analysis must be carefully selected to minimize problems in
integrating  the SHA with other hazard analyses. The SHA may be documented as outlined in DI-
SAFT-8OlOlA,  System Safety Hazard Analysis Report.

.
50.2.6 8.

50.2.6.1 The O&SHA  is performed primarily to identify and evaluate hazards associated with the
environment, personnel, procedures, and equipment involved throughout the operation of a
system/element. The O&SHA  may be performed on such activities as testing, insta.llation,
modification, maintenance, support, transportation, ground servicing, storage, operations,
emergency escape, egress, rescue, post-accident responses, and training. The O&SHA may also be
selectively applied to facilities acquisition projects to make sure operation and maintenance
manuals properly address satkty  and health requirements.

5026.2  The O&&IA  efkt should start early enough to provide inputs to the design and prior to
system test and operation. The O&SHA is most effective as a continuing closed-loop iterative
process, whereby proposed changes, additions, and formulation offunctional  activities are evahxated
for safety considerations, prior to formal acceptance. The analyst performing the O&SHA should
have available:

-

-

-

-

a.

b.

c

Engineering descriptions of the proposed system, support equipment and facilities.
-

Drafk procedures and preliminary operating manuals.

PHA,  SSHA,  and SHA reports. -

d. Related requirements, constraint requirements, and personnel capabilities.

e. Human factors engineering data and reports.
-

f. Lessons learned, including a history of mishaps caused by human error.

50.2.6.3  Timely application of the O&B-LA will provide design guidance. The findings and
recommendations resulting from the 08&HA  may afkt the diverse functional responsibilities
associated with a given program. Therefore, exercise care in assuring that the analysis results are
properly distributed for the effective accomplishment of the O&WA objectives. The techniques
used to perform this analysis must be carefully selected to minimize problems in integrating
O&SHAs  with other hazard analyses. The O&SHA may be documented using DI-SAFT-80101~
System Safety Hazard Analysis Report
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50.2.7_  Fkcemmended  tailoring of paragraph 10.3 of the data item
to include the following for each type of report required. This DID must be tailored for the specific
application. The safety  Assessment Report (DX-SAlT-80102&  should be used to summarize or
supplement the hazard analysis obtained under DI- SAFT-8OlOlA. For small development
programs or nondevelopmental item acquisitions, the SAR may be used as the only formal
documentation of safety program activities/hazard assessment.

!SAMPLE  TAILORING GUIDE

50.2.8 IHazard

50.2.8.1 The first step of the health hazard assessment WHA) is to identify and determine
quantities of potentially hazardous materials or physical agents (noise, radiation, heat stress, cold
stress) involved with the system and its logistical support The next step would be to analyze how
these materials or physical agents are used in the system and for its logistical support. Based on
the use, quantity, and type of substance/agent, estimate where and how personnel exposures may
occur and if possible the degree or frequency  of exposure invoked. The final step would include
incorporation into the design of the system and its logistical support equipment/facilities cost
effective controls to eliminate or reduce exposures to acceptable levels. The life cycle costs of
required controls could be high and consideration of alternative systems may be appropriate.
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50.2.8.2 The information cokted by this task will make decision authorities aware of the actual or
potential health hasards of a systsm  and thair impacts so that kuowledgeable  decisions regarding
possible~  trade& can be made.

,, .
50.2.8.3 Ihe following factors  assodati  with the system and the logistical support requktd  k
operate and maintain  the system should be axkkwk

-

a.

b.

C.

d.

e.

f.

g.

h.

i.

Quantity, sources, nataxre,  physical state, and toxicity and other hazards of materials.

Routine or planned uses and releases of hazardous materials or physical agents.

Accidental exposure potentials and the projected severity of those exposures.

Hszardous  waste generated.

Hazardous material handling, transfer, transportation, and disposal requirements.

Protective clothing/equipment needs.

Detection and measurement devices required to quantify exposure levels.

Number of personnel potentially at risk.

Engineering controls that could be used, such as isolation, enclosure, ventilation, noise or
radiation barriers, etc.

50.2.8.4

a.

Reference quantities used in evaluating hazardous materials will include the following.

Acute health hazard rating based on threshold limit values (TLV),  permissible exposure
limits @‘EL), recommended exposure limits 0, and lethal dose (ID) limits.

b. Chronic health hazards affecting general health, reproduction, and mutagenic and
tetrogenic effects.

C.

a.

e.

f.

Carcinogenic materials.

Contact hazard based on eye and skin exposure data.

Flammability hazards using flash point data.

Environmental hazards based on toxicity, ozones, organic compounds, and air quality
standards.

50.2.8.6 To define the acceptable level of risk for health hazards, the MA should require use qf
chemical substance and physical agent, exposure limits found in appropriate regulations and
directive documents, or contact a quaM%d  health professional. For hazardous substances or agents
with unspecified exposure limits the contractor must provide the rationale for acceptable risk
criteria used for the HHA. The HHA may be documented using DI-SAFT-80106A,  Health Hazard
Assessment Report

-

-

-

-

-
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60.3.1  e.The safetp  assemment,  a8 outlined in the task, can be
written by following DLSAFI’-30102A,  safety Assessment Report. The importance of &is  report is
that it tells the user or the test team of all the residual unsafe de&nor  operating charactaristi~  of
the system. It also attempts to quantify the risk of any hazards  not eliminated, and identi&s  any
controls, inhibits, or s&ty procedurea  This task is also good fbr the evaluation of
nondevelopmental items.

.
50.32 cThis task provides  needed contractor management
activities to make sure all test safety requirementa  are met prior to and during testing. Early
planning for test and evaluation must be done to conaider  testing milestones that will require
certain hazard analyses, range or laboratory requirements that may require specially formatted
assessments, review of test documents, etc.

50.321  The MA must provide .the umtractor  information on any special system safety
requirements dictated by the test or laboratory facility that will be used The MA should contact
the selected range(s) and 1aboratoryGes)  to determine and coordinate contract requirements.

50.3.2.2  The MA must identify any test and evaluation review meetings  that the contractor system
safety office needs to participate in or support Again,  coordination with the selected facility is
necessary.

60.3.2.3  Tbe MA can stipulate which hazards  must be remedied. The program’s hazard risk index
or other risk management tool may be used to guide contractor actions. Catastrophic and critical
hazards are “built into” the task, yet the MA can delete, modify or add to this requirement by
tailoring the task in the SOW.

. . . . .
50.3.3 Safetvw of{

. . .
h. ECPs/SCNaBPRs  to the existing
design and requests for deviation/waiver from existing roquiramenta  must be assessed  for any
possible safety  impacts to the system. Often, correction  of a deficiency will introduce other
deficiencies, such as new hazards or increased risk from exieting  haxards,  which may be overlooked.
This task is designed to prevent that occurrence by requiring contractor system safety engineers to
examine each ECP/SCN/SPR or request for deviation/waiver, and investigate all conceivable ways
the change or deviation could result in an additional hazard(s).

50.3.3.1 The task requires that the MA be notified if the ECPBCNISPR  or request for
deviation/waiver decreases the existing level of safety. The MA should specify the criteria for
determining if notification is necessary and the methodology for making notification.

50.3.3.2  The number of ECPdSCNs/SPRs  (particularly Class II) for a given program may be large.
The MA can specify that the task applies to Class I changes only.

-
50.3.3.3 This task may be documented using DI-SAFT-80103A.  Engineering Change Proposal
System Safety Report, and DI-SAFP-80104A,  Waiver or Deviation System Safety Report

. .50.4.1 Safetv.Yenficatlon.

50.4.1.1 Many safety requirements, as specified  in system specifications, requirements documents,
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etc., will need to be verified by analysis, inspection, demonstration, or test. Also, during design and
development, hazard ax&was  will iden% baa&s that will be removed through redesign, controls,
safety devices, etc. Imposition of these changes wilt require vtication. Task 401 outlines how
sat&y  veri&ation should be performed.

50.4.1.2 Much of the safety verification will be outlined in system/snbsystem test plans and
procedures. However, for verification of risk control actions taken on hazards identified during
development, special test plans/procedures will be needed. Safety tests may be documented and
reported using DLSAFI’-8OlO!U,  Safety Assessment Report, or they may be included in the
syst8mhbfJystem  test reports.

50.4.2  8.

50.4.2.1  A safety compliance assessment is conducted to verify the safe design of a system and to
obtain  a comprehensive evaluation of the safety risk being assumed prior to test or operation of a
system. It can be documented by following DI-SAFT-80102A,  Safety Assessment Report. It is an
operationally oriented analysis, concerned with the safe use of a system, equipment, or facility. A
safety compliance assessment is, therefore, broad in scope, covering almost every aspect of the
system, but relatively general in nature, delving into detail only to the extent necessary to verify
the system’s  safety or ascertain the risks and precautious  nec%seary  for ita safe use. A safetq
compliance assessment may be the only analysis conducted on a program or it may serve as a pre-
test or pre-operational safety review, integrating and summarizing operational safety
considerations identified in more detailed hazard analyses.

50.4.2.2  A safe@  compliance assessment may be the only analysis conducted on a relatively low
safety risk program. The low risk can result from several different  factors. The system may be an
integration of primarily nondevelopmental items involving little or no new design. It may be a
system which is low risk by nature of its technology or complexity. Compliance with federal,
military, national, and industry specifications, standards, and codes may be sufficient  to make sure
of the basic safety of the systsm. A safety compliance assessment may aho be conducted on higher
safety risk systems, such as research or advanced development projects, where the higher risks
must be accepted, but for which safe operation is still required and the risks must be recognized and
reduced to acceptable levels.

-

50.4.2.3 This assessment may be conducted during any phase of system development. It should be
started as soon as sufficient information becomes available. For example, evaluation of equipment
should begin with the design of equipment components or with the receipt of equipment -
specifications from a subcontractor or vendor. The analysis can also be tailored in the SOW to meet
the particular needs of a program.

50.4.2.4 A safety compliance assessment should include, but not be limited to, the following

a. Identification of appropriate safety standards and verification  of system compliance.
Standards may be specified by the procuring agency in a specification or other contractual
document. This does not preclude the contractor from identifying additional standards which are
appropriate. The contractor should also review available historical safety date from similar systems.
Verification may be achieved by several methods, including analysis, use of checklists, inspection,
test, independent evaluation, OT manufacturer’s certification.

b. Analysis and resolution of system hazards. Systems, even those comprised entirely of
equipment in full compliance with appropriate standards, may contain hazards resulting from

-

-
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unique uses, inte&ces, installation, etc. Another facet of this assessment is to identify,  evaluate,
and eliminate any such  “residual” hazards or reduce their associated  risks to acceptable levels. To
accomplish this, the assessment should incorporate the scope and techniques of other hazard
analym?3tothadoiailneceosary to aaaure a reasonably  safe .sy&m. Complated  analyaaa  conducted
on the system may he attnched  to the assessment  report if so directad  by the MA.

c. IdenScaGon  of tqxtciti  eafeky  requkmenb.  The .above tuulyeis should land to safety
de&n fatures and other nwasary precautions. TIM contractar buld identify all 8afety
precautions necessary  to safely  operate and support  ,&e syataxu.  Thin includes applicable
precautions external to the system or outside the contractor’s respokhiity. In order to ensure
completeness of the analysis, the government muat provide detailed information to the contractor
on interlaces to non-contractor provided equipment. For example, hauvd risk may have to be
controlled by specialized safety equipment and training because  the contract does not allow for
redesign or modification of off-the-shelf equipment, or the contractor may not he responsible for
providing necessary emergency lighting, fire protection, or personal safety equipment.

d. Identification of hazardous  materials and the precautions and procedures necessary for the
safe handling of the material.

. . . .50.4.3 c. This task usually
applies to ammunition and explosivea,  other than liquid explosives, in the condition and form that
they are stored and offered for transportation However, it may be used to collect hazardous
characteristics data for liquid propellanta.

50.4.3.1 Hazard Classification. For Department of Defenaa  programs, the aotual detailed test
requirements are contained in the document entitled, “Department of Defense Explosives Hazard
Classification Procedures” (Air Force TO llA-1-47, &my TB 700-  2; Navy NAVSEMNST  8020.8,
Defense Logistics Agency DLAR 8220.1). Some services may require approval of the test program
by a service safety authority if it deviates from the required test series or environments. DI-SAFT-
81299, Explosive Hazard Claskfication  Data, may be used to acquire documentation from the
contractor. Each  organixation  will follow their regulations for proceasing the information for
interim or final hazard classification The managing activity (MA) must ensure  that the data
requested will be sufficient to establish the interim or final hazard  classification, or hazard
characteristics for a production/acquisition action. Explosive hazard  classification data
requirements vary with each program, therefore, preparation instructions muat be tailored by the
contract date requirements list (CDRL) to reflect the specific requirements of the program.

50.4.3.2 Hazard Characteristics. Army organizations will require additional information on the
characteristics of explosive items and should therefore use a special DID being developed by the
Army to obtain this added information.

50.4.3.3 This task only asks data to be generated or compiled for new or modified ammunition or
explosives. For “standard” items of ammunition or explosives, hazard characteristics are generally
available. Standard items refer to commodities and related materials, components, and assemblies
that have been involved in type classification or final qualification actions. Data on these standard
items are not required.

50.4.3.4 The MA should contact their GIDEP representatives to assure that they will receive copies
of the appropriate “PRODUCT CHANGE NOTICE” when issued.
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50.4.3.6 The MA shall prepare the CDRL to require that the data package will be prepared and
forwarded through the procurement  agency, in suflicient  copies, to arrive at the appxupriate  hazard
classification authority at least 80 days prior to shipment of the first unit. For interim
classifications, two complete copies to the Service or DLA authority (or designee) are sufficient. For
fiual classification, six copies to the Service or DLA Headquarters authority are required.

50 4.4 .Q. This task is used to obtain explosive
ordnance disposal source data prepared in aaordance  with DMAFT-80831. The data is needed to
assure that render safe proeedur~  are obtained for the preparation of Joint Service explosive
ordnance disposal technical  manuals, and to develop explosive ordnance disposal response
procedures to accidents/incidents  that oauu  during testing or transportation. The data inchtdes
preliminary render safe procedures, data on hazards, functioning, and recommended tools. The
Naval Explosive ordnance  Disposal Technology Center(NAVEODTECHCE,  Indian Head, MD
will assist in establishing quantities and types of assets required.

50.5 . . .
4. DI-SAFI’-813OO,  Mishap Risk Assessment Report

(MRAR),  is used to consolidate, to the maximum extent possible, all hazard  analyses and supporting
safety data to satisfy the Missile System Prelaunch Safety Package (MSPRP)  requirements of
ESMCR 127-1, and the Missile System Ground Safety Approval Package (MSCSAP)  requirements
of WSMCR  127-l. It is manclatery for use when approval is required for operations involving the
Space Transportation System @‘IS),  or a Major Range or Test Facility Base. The MRAR certifies
that all program safety requirements, including those imposed by operating site and launch vehicle
agencies, have been met. Data requirements can be generated  by Tasks 107,202,203,204,205,
206,207,301,302,303,401,  or 402. It will be used for the Me oftbe program as a baseline for
safety decisions involving changes to the system, operational concepts and procedures.

50.5.1 Ihe Mishap Risk Assessment Report CMRAR) must be tailored to the specific  acquisition.
preparation instructions, therefore, the CDRL should specify only applicable paragraphs of this
DID. The MRAR  for S’IS is approved through the safety review process defined in SDR 127-8 Vol.
I. For all other programs, approval will be in accordance with applicable contractual safety
requirements. For expendable launch vehicles (ELVs)  and for payloads flying on ELVs,  the safety
review pmcess is defined in SDR 127-8 Vol. II.

-

-

-
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60.

. .
6 0 . 1  m. The system safety e&Tort  will support the just&&ion  for
starting new major eystems  by identifying safety deficiencies in existing or projeded capability and
by identifying opporiamitie~  for system safety to improve u&ion capability or reduce life cycle
costs.

. . .
6 0 . 2  c

. . .60.2.1 Conpent.
System safety tasks applicable to the concept  exploratio&proggr  and requ&ments
development phase are those required to evaluate the alternative  system concepts under
consideration for development and establish the system safetg programs consistent witb the
identified mission needs and life cycle requirements. System safety tasks will include the following

a.

b.

t.

d.

e.

f.

g .

h.

i.

j.

k.

Prepare an SSPP to describe the proposed integrated system safety effort  for the
concept exploration phase.

Identify applicable safety requirements documents.

Evaluate all considered materials, design features, maintenance, servicing,  operational
concepts, and environments which rrill  affect  safee throughout the life cycle Consider
haxards  which may be encountered in the ultimate disposition of the entire system, or
components thereof, or of dedicated support equipment, which encompasses hazardous
materials and substances.

Perform a PHL and/or a PHA to identify hazards associated with each alternative
concept.

Identify possible safety interface problems including problems associated with
computer-controlled system functions.

Highlight special areas of safety consideration, such as system limitations, risks, and
man-rating requirements.

Review safe and successful designs of similar systems for consideration in alternative
concepts.

Define the sy6ter.n  safety requirements based on past experience with similar systems,
generic requirements documents, and p4iminar-y  safety analyses.

Identify any safety design analysis, test, demonstration and validation requirements.

Document the system safety analyses, results, and recommendations for each promising
alternative system concept.

Prepare a summary report of the results ofthe system safety tiks conducted during
the program initiation phase to support the decision-making process.
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1. Tailor the system safety program fm the a&sequent  &ases ofthe life cycle and include
detailed requirements in the appropriate demons&&ion  and validation phase
contractual documents.

. . . .
60 .22 1. System  safety tasks during the
demonstration and validation/concept design phase will be tailored to programs ranging from
extensive study and analyses through hardware development to prototype testing, demonstration
and validation. System safety tasks will include the fbllowingz

a. Prepare  or update the SSPP to describe the proposed  integrated system safety effort
planned  for the demonstration and validation/concept design phase.

b. Participate in tradeoff studies to reflect the impact on system safety requirements and
risk. Recommend system design changes based on these studies to make sure the
optimum degree of safety is achieved consistent with performance and system
requirements. For munitions or systems involving explosive items, this will include
explosive ordnance disposal (EOD),  and demilitarization and disposal design
considerations.

c. Perform or update the PHL and/or the PHA done during the concept
exploration/programming and requirements development phase to evaluate the
configuration to be tested. Prepare an SHA report of the test configuration considering
the planned test environment and test methods.

d. Establish system safety requirements for system design and criteria  for vilifying that
these requirements have been met. Identify the requirements for inclusion in the
appropriate specifications.

e. Perform detailed hazard analyses @S-LA  or SHA) of the design to assess the risk
involved in test operation of the system hardware and software. Obtain and include
risk assessment of other contractor’s furnished equipment, of nondevelopmental, and of
all interfacing and ancillary equipment to be used during system demonstration tests.
Identify the need for special tests to demonstratalevaluate  safety fianctions.

f. Identify critical parts and assemblies, production techniques, assembly procedures,
facilities, testing, and inspection requirements which may affect safety and will make
sure:

( 1) Adequate safety provisions are included in the planning and layout of the
production line to establish safety control of the demonstration system within the
production processes and operations.

(2) Adequate safety provisions are included in inspections, tests, procedures, and
checklists for quality control of the equipment being manufactured so that safety
achieved in design is maintained during production.

(3) Production and manufacturing control data contain required warnings, cautions,
and special safety procedures.

(4) Testing and evaluation are performed to detect and correct safety deficiencies at
tbe earliest opportunity.

-

-

-
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(6) Minimum risk is invoked  in accepting and using new design, materials, and
productjon and test techniques.

g. Establish analysis, inspection and test requirements for nondevelopmenti  items or
other contractor-furnished equipment (hardware, software, and facilities) to verify that
applicable system safety requirements axx! satisfied prior to use.

h. Perform operating and support hazard analyses of each test, and review all test plans
and procedures. Evaluate the interfaces between the test try&em configuration and
personnel, support equipment, special test equipment, test facilities, and the test
environment during assembly, checkout, operation, foreseeable emergencies,
disassembly and/or tear-down ofthe test configuration. Make sure hazards identified
by analyses and tests are eliminated or the associated risk is minimized. Identify the
need for special tests to demonstrate or evaluate safety of test functions.

i. Review training plans and programs for adequate safee considerations.

j. Review system operation and maintenance publications for adequate safety
considerations, and ensure the inclusion of applicable Occupational Safety and Health
Administration (OSHA)  requirements.

k. Review logistic support publications for adequate safety considerations, and ensure the
in&Sian of applicable US Department of Transportation DoTI, US Environmental
Protection Agency WA), and OSHA requirements.

1. Evaluate results of safety tests, ftilure analyses, and mishap investigations performed
during the demonstration and validation phase. Recommend redesign or other
corrective action (this subparagraph does not apply to the facility concept design
Phase).

m. Make sure system safety requirements are incorporated into the system
specification/design document based on updated system safety studies, analyses, and
tests.

n. Prepare a summary report of the results of the system safety tasks conducted during
the demonstration and validation/concept development phase to support the decision-
making process.

o. Continue to tailor the system safety program. Prepare or update the SSPP for the full-
scale engineering development phase and production phase.

p_ Initiate an Operating and Support Hazard Analysis to identify any obvious hazards
associated with the environment, personnel, procedures, and equipment.

q. Identify safety requirements that may require a waiver or deviation during the system
life cycle.

60.2.31 develoDmcnt/Final.  To provide support to
the system engineering program, the system safety tasks during the full-scale engineering
development/final design phase will include the following:
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Prepare or update as applicable the SSPP for the full-scale engineering development
phase. Continue effective and timely implementation of the SSPP during facility final
design phase.

Review preliminary engineering designs to make sure safety design requirement6 are
incorporated and hazards identified during the earlier phases are eliminated or the
associated risks reduced to an acceptable level.

Update system safety requirements in sygtem  specification/design documents.

Perform or update the SSHA, SHA and O&SHA and safety studies concurrent with the
design/test effort to identify design and/or operating and support hazards. Recommend
any required design change6 and control procedures.

Perform an OBSHA for each test, and review all test plans and procedures. Evaluate
the interfaces between the test system configuration and personnel, support equipment,
special test equipment, test facilities, and the test environment during assembly, check-
out, operations, foreseeable emergencies, disassembly, and/or tear-down of the test
configuration. Make sure hazards  identified by analyses and test6 are eliminated or
their associated ri6k controlled. Identify the need for special tests  to demonstrate or
verify system safety functions. Establish analyses, inspection, and test requirement6
for other contractors’ or nondevelopmental items (hardware, software, and facilities) to
verify prior to use that applicable system safety requirement6 are satisfied.

Participate in technical design and program review6 and present results of the SSHA,
SHA and/or O&SHA

Identify and evaluate the effects of storage, shelf-life, packaging, transportation,
handling, test, operation, and maintenance on the safety of the system and its
components.

Evaluate result6 of safety testing,  other system test6, failure analyses and mishap
investigations. Recommend redesign or other corrective action.

Identify, evaluate, and provide safety considerations or tradeoff studies.

Identify safety requirement6 that may require a waiver or deviation during the system
life cycle.

Review appropriate engineering documentation (drawings, specifications, etc.) to make
sure safety consideration6 have been incorporated Also ensure that drawings for
safety critical parts/items are properly marked.

Review  logistic support publications for adequate safety considerations, and ensure the
inclusion of applicable DOT, EPA, and OSHA requirements.

m. Verify the adequacy of safety and warning devices, life support equipment, and personal
protective equipment.

n. Identify the need for safety training and provide safety inputs to training courses.

-

-

-

-

-

-
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o. Provide s&&em sa&ty surveillance and support oftest unit production and of planning
for fulLscale  p&u&ion  and deployment. Identify critical parts aud assemblies,
production techniques, assembly procedures, facilities, testing, and inspection
requirements which may affect safety and will make sure:

(1) Adequate safety provisions are included in the planning and layout of the
production line to establish safety control of the demonstration system within the
production process and operations.

(2) Adequate saf te y provisions are included in inspections, tests, procedures, and
checklists for quality control of the equipment being manufactured so that safety
achieved in design is maintained during production.

(3) Production and manufacturing control data contain required warnings, cautions,
and special safety procedures.

(4) Testing and evaluation are performed to detect and correct safety deficiencies at
the earliest opportunity.

(5) Minimum risk is involved in accepting and usiug new designs, materials, and
production and test techniques.

p. Make sure procedures developed for system test, maintenance, operation, and servicing
provide for safe disposal of all hazardous materials. Consider any material or
manufactured component (whether or not an identifiable spare part or replenishable
component) when access to hazardous material will be required by personnel during
planned servicing, teardown, or maintenance activities, or in reasouably  foreseeable
unplanned events resulting from workplace operations. Safety data developed in
S!WAs, SHAs, and OiIzSHAs,  and summarized in SARs must also identify any hazards
which must be considered when the system, or components thereof, are eventually
demilitarized and subject to disposal. This should include EOD requirements to render
safe and dispose of explosive ordnance.

q. Prepare a summary report of the results of the system safety tasks conducted during
the full-scale engineering development phase to support the decision-making process.

r. Tailor system safety program requirements for the production and deployment phase.

60.2.4 Land As part of the on-going system safety program, the
system safety tasks during the production and deployment phase will include the following (This
paragraph is not applicable to the facilities construction life cycle. See paragraph 60.2.5):

a. Prepare or update the SPP to reflect the system safety program requirements for the
production and deployment phase.

b. Identify critical parts and assemblies, production techniques, assembly procedures,
facilities, testing, and inspection requirements which may affect safety and will make
sure:
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d.

8.

f.

g*

h.

i.

j.

(1)

(2)

(3)

(4)

Adequate  safaty provisions are includsd in the planning and layout oftbe
production line to of&a?%&  safkty control ofthe system within the production
process  and operations.

Adequate  safety provisions are included in inspections, tests, procedures, and
&&lists for quality control oftbe equipment being manufhcturwl  so that safety
achieved in design is maintained during productioa

Production technical manuals or manufacturing procedures umtain required
warnings, cautions, and special procedures.

Minimum risk is involved in accepting and using new designs, materials, and
production and test techniques.

Verify that tasting  and evaluation is performed on early production hardware to detect
and correct safety deficiencies at the earliest opportunity.

Perform 08zSHAs of each test, and review all test plans and procedures. Evaluate the
interfaces between the test system configuration and personnel, support equipment,
special test equipment, bst facilities, and the test euvireument  duriug  assembly,
checkout, operation, foreseeable emergencies, disassembly and/or .tsardown  of the test
configuration. Make sure hazards identified by analyses and tests are eliminated or
their associated risk reduced to an acceptable level.

Review technical data for warnings, cautions, and special procadures  identified as
requ+ments  in the O&SHA for safe operation, maintenance, servicing, storage,
pacbaging,  handling, -on and disposal.

Perform O&SHAs  of deployment operations, and review all deployment plans and
procedures Evaluate the interfaces between tbs system being deployed with
personnel, support equipment, packaging, facilities, and the deployment environment,
during transportation, storage, handling, assembly, instahation,  checkout, and
demonstration/test operations. Make sure hazards identified by analyses are
eliminated or their associated risk is reduced to an acceptable level

Review  procedures and monitor results of periodic field inspections or tests (including
recall-for-tests) to make sure acceptable levels of safety are kept Identify major or
critical characteristics of safety significant items that deteriorate with age,
environmental conditions, or other factors.

Perform or update hazard analyses to identify any new hazards that may result from
design changes. Make sure the safety implications of the changes are considered in all
configuratiou control actions

Evaluate results of failure analyses and mishap investigations. Recommend corrective
action.

Monitor the system to determine the adequacy of the design, and operating,
maintenance, and emergency procedures. Provide assessment/evaluation of the safety
data, and recommend changes/corrective action to the MA.

-

-_

-

-

-
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k. Conduct a safety  review of proposed  new operating and maintenance procedures, or
changes, to make sure the procedures, warnings, and cautions ~TB adequate and
inherent safety is not degraded. ‘hse reviews shall be documented as updates to the
O&SHAs.

1. Document hazardous conditions and system deficiencies for development of follow-on
requirements for mod&d  or new systema

m. Update safety documentation, such as design handbooks, miliw standards and
specifications, to reflect safety “lessons learned.”

n. Evaluate the adequacy of safety and warning devices, life support equipment, and
personnel protective equipment

60.2.5  (=anstructian . As part of the continuing system safety program for facilities, the
system safety tasks  for this phase will include the followingz

a Ensure the application of all relevant building safety codes including CSHA,  National
Firs Protection Association, U.S. Army Corps of Engineers, Naval Facilities
Engineering Command, the DOD Contractors’ Safety Manual for Ammunition and
Explosives, and other facility related safety requirements.

b. Conduct hazard analyses to determine safety ~quirements  at all interfaces between the
facility and those systems planned for installation.

c. Beview  equipment installation, operation, and maintenance plans to make sure all
design and procedural safety requirements have been met

d_ Continue the updating of the hazard correction tracking begun during the design
phases.

e. Evaluate mishap6 or other losses to determine if they were the result of safety
deficiencies or oversight

f. Update hasard analyses to iden@ any new hazards that may result from change
orders.

60.2.6 -. Though there is some overlap with the Production and
deployment phase, the system safety tasks during this phase should be focused on a maturing
system or facility that may require modifications, service life extension and, ultimately, disposal.
These task include the following:

a. Evaluate results of failure analyses and mishap investigations. Recommend corrective
action.

b. Update hazard analyses to reflect change6 in risk assessments, and to identify any new
hazards, based on actual experience with  the system or facility. Make sure the safety
implications of the changes are considered in all configuration control actions.

c. Update safety documentation, such as design handbooks, military standards and
specifications, to reflect safety “lessons learned.”
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d. Review procedures and monitor results ufperiodic field inspections or tests (including
til-for-tests)  to make sure acce#able  levels of safbty  are kept. Identify major or
critical characteristics of safety signScant  items that deteriorate with age,
environmental conditions, or other &tora

e. Monitor the system throughout the We cycle to determine the adequacy of the design,
and operating, maintenance, and emergency procedums.

-

-

f. Document hazardous conditions and ayetern  deficiencies for development of follow-on
requirements for modified or new systema

g. Review and update disposal plans and analyses.

60.3 . . .
m. For programs that do not

follow the standard eystem life cycle phases outlined in the previous paragraphs, the responsible
activity must carefully integrate the requirements of this  standard  into the acquisition process
being used. Although different, facilities, ship construction, and certain major one-of-a-hind
procurements still evolve through a concept/deaign/aseembly/acceptance  sequence somewhat
analogous to the classic life cycle. The MA should carefully  describe what system  safety data are to
be submitted in the appropriate contra&ml  document, aaeuring  these  data are eubmitted  prior to
key decision points.

60.4c Consider system safety during
development of technology. System safety concerns should be identified and documented and
guidelines developed for the technology. This documentation will provide the system eafetp
background data neceeeary  should a decision be made to implement the technology within a system
development program.

60.5 . .
a . The procurement of a nondevelopmental item

or commercial operational support or maintenance of such an item poses potential problems for the
MA. These  problems usually result from the fact that the item was built to commercial standards
and may not satisfy every mission requirement of the procuring activity. Also, since the item
already exists, the MA cannot change tbe design without greatly increasing the cost. Size of the
program and planned procurement time may severely limit the scope of the system safety program
and require skillful,  creative tailoring of the system eafety  program. A small ND1 program may
only require the use of Tasks 101 and 301, while the MA may add Tasks 102,105 and 203 for larger
programs. The following are additional ND1 considerations:

. .60.5.1.  Market . It is suggested that the MA conduct a market investigation to
determine, among other things, to which safety  or other appropriate standards the system was
designed. The MA must determine extent to which the item is certified or approved and what those
certifications and approvals mean when compared to mission requirements. The following are some
basic questions that should be included in any market investigation:

a. Has the system been designed and built to meet applicable/any safety standards?
Request specifics.

b. Have any hazard analyses been performed? Request copies.

c. What is the mishap history for the system? Request specifics.
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d. Are any protective equipment of actions needed during operation, maintenance, storage
or transport ofthe system? Request epecifics. .

e. Does the system contain or use any hasardous  materials (to include radioactive
substances), have potentially hazardous emissions (such as from a laser), or generate
hazardous waste?

f. Are special licenses or certificates required to own, store or use the system?

These investigations can be provided to both producers and user of the systzm  under consideration.

60.5.2 Hazardassessment.  A safety assessment cr\ask  301) or safety compliance assessment (Task
402) report may be all that is necessary (or available) to gather detailed hazard information
concerning an ND1 program. If the selected system must be modified to meet mission requirements
other hazard analyses can be required. Additional analyses will be required if the ND1 is going tc
be modified to meet military requirements not otherwise covered. The modification and its
interfaces with, and the effects on or from, the item must be fully analyzed using Task 202,204 or
205. The MA may also desire a review of operation support and maintenance activities through
Task 206. Hazardous materials must be addressed in the he&h hazard assessment (Task 207) or
safety assessment (Task 301) depending on the size and complexity of the system.

60.5.3 M erqypa.  Requiring a system safety group (SSG)  meeting early in the
program will help clarify system characteristics versus mission requirements and allow time to
address issues. An additional SSG can be used to assure satisfactory closure of issues and smooth
fielding of the system. Periodic SSGs through the remainder of the life cycle can be used to address
on going concerns and special issues.

-

-

-

-

-
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70. .

The contractor shall comply with the following requirements (as tailored by the MA) when
this appendix is called out in the SOW.

70.1
-

-

. .
70.1.1 mmndrtlons. The following safety critical conditions are considered
unacceptable. Positive action and implementation verification is required to reduce the risk to an
acceptable level as negotiated by the contractor and the MA

a. Single component failare,  common mode failure, human error, or design fees which
could cause a mishap of catastrophic or critical severity.-

-

-

-

-

-

-

-

-

-

b. Dual independent component failures, dual human errors, or a combination of a
component failure and a human error involving safety critical command and control
functions, which could cause a mishap of catastrophic or critical severity.

c. Generation of hazardous ionizing/non-ionizing radiation or energy when no provisions
have been made to protect personnel or sensitive subsystems from damage or adverse
effects.

d. Packaging or handling procedures and characteristics which could cause a mishap for
which no controls have been provided to protect personnel or sensitive equipment.

e. Hazard level categories that are specified as unacceptable in the contract

. .70.1.2 v. The following approaches are considered acceptable for correcting
unacceptable conditions and will require no further analysis once controlling actions are
implemented and verified.

a. For non safety critical command and control functions; a system design that requires
two or more independent human errors, or that requires two or more independent
failures, or a combination of independent failure and human error.

b. For safety critical command and control functions; a system design that requires at
least three independent failures, or three human errors, or a combination of three
independent failures and human errors.

c. System designs which positively prevent errors in assembly, installation, or connections
which could result in a mishap.

d. System designs which positively prevent damage propagation from one component to
another or prevent sufficient energy propagation to cause a mishap.

e. System design limitations on operation, interaction, or sequencing which preclude
occurrence of a mishap.

f. System designs that provide an approved safety factor, or fixed design allowance which
limit, to an acceptable level, possibilities of structural failure or release of energy
suficient  to cause a mishap.
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g. System designs that control energy build-up which could potentially cause a mishap
(f&es, reliefvalves, elect+al  explosion pmofing,  et&.

h. System designs in which component failure can be temporarily tolerated because of
residual strength or alternate operating  paths so that operations can continue with a
reduced but acceptable safety margin.

i. System designs which positively alert the eontrolling  personnel to a hazardous situation
for which the capability for operator reaction has been provided.

j. System designs which limi~control  the use ofhazardous materials.

70.2 .

.
70.2.1 $ The contractor shall conduct the system safety program so
that it supplements existing industrie.ltBafety  and toxicology activities. This coordinated effort shali
assure that government equipment or properties being used or developed under contract are
protected from damage or mishap risk. When contractor owned or leased equipment is being used
in manufacturing, testing or handling of products developed or produced under contract, analysis
and operational proof checks shall be performed to show that risk of damage to those products has
been minimized througb proper design maintenance, and operation by qualified personnel using
approved procedures. This standard does not cover those functions the contractor is required by
law to perform under Federal or State CSHA, DOT, or EPA regulations.

70.2.2 m. The contractor system safety program shall encompass operational
site activities. These activities shall include all operations listed in the operational time lines,
including system installation, checkout, modification, and operation. Particular attention shall be
given to operations and interfaces with ground support equipment and to the needs of the operators
relating to personnel subsystems such as: panel layouts, individual operator tasks, fatigue
prevention, biomedical considerations, etc.

70.2.3 J&&&. The contractor shall include facilities  in the system safety analyses activity.
Facility safety design criteria shall be incorporated in the facility specification. Consideration shall
be given to the test, operational, and maintenance aspects of the program. Identified requirements
will include consideration of the compatibility with standards equal to or better than those  specified
by the most stringent of Federal, State, Local and DOD Occupational Safety and Health
Regulations. The test and operations safety procedures shall encompass all development,
qualification, acceptance tests and operations. The procedures will include inputs from the safety
analyses and will identify test, operations, facility, and support requirements. The procedures shall
be upgraded and refined as required to correct deficiencies identified by the system safety analyses
to incorporate additional safety requirements.

70.2.4 m. Compliance with the design and operational criteria contained in the
applicable range safety manuals, regulations, and standards shall be considered in the system
safety analysis and the system safety criteria System safety is concerned with minimizing risk to
on- or off-site personnel and property arising from system operations on a range.

-

. .
70.2.6 ).
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a Verification of system design and operational planning compliance with range or
operating site safety requirements shall be documented in the SAR or as otherwise
specified in the contract SOW and CDRL

b. Ensure that flight analysis and flight termination systems comply with the
requirements of the test range being utilized. Such requirements are applicable to the
system during all flight phases until vehicle/payload impact or orbital insertion. The
SAR or other safety report as specified  in the CDRL shall include all aspects of flight
safety systems.

c. The contractor’s system safety representative(s) will be an integral part of the flight
evaluation and assessment team that reviews field/flight operations to correct any
identified deficiencies and recommend appropriate safety enhancements during the
field/flight operation process.

-
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80.1 m. Data item descriptions and the paragraphs of MIL-STD-682  where
their requirements are located are as follows:

Task 101
Task 102
Task 103
Task 104
Task 105
Task 106
Task 107
Task 201
Task 202
Task 203
Task 204
Task 205
Task 206
Task 207
Task 301
Task 302
Task 303

Task 401
Task 402
Task 403
Task 404
Multiple Tasks

N/A
DI-SAFF-8OlOOA
DLSAFT-8O1OOA
As per CDRL
As per CDRL
DX-SAFF-80105A
DI-SAFT-80105A
DI-&WI’-8OlOlA
DI-siW.r-8OlOl.A
DI-!SAFl?-8OlOlA
DI-SAFr-8OlOl.A
DI-SAFT-8OlOlA
D1-SAFT-8010lA
DLSAFI’-80106A
DI-StUT-801024
As per CDRL
DI-SAFT-80103A
DI-SAFl’-80104A
DI-SAFl’-80102A  .
DI-sAFT-8o1O2A
DI-!SAFT-81299
DI-SAFT-80931
D1-SAFT-81300

NOTE: The latest version of each data item description required will be
used unless an exception has been granted for a follow-on contract.
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a DID’s associated with this standard are the following:

1. DI-SAFT-8OlOOA  “System Safety Program Plan.”
2. DI-SAFF-SOlOU&  “System Safety Hazard Analysis Report”
3. DI-SAFT-SOlOa “safety Assessment Report”
4. DI-SAFI’-80103A  “Engineering Change Proposal System Safety Report.”
5. DI-SAFI’-80104A,  Waiver or Deviation System Safety Report.”
6. DLSAFI’-80105A,  “System Safety Program Progress Report.”
7. DI-SAFI’-80106A  “Health Hazard Assessment Report”
8. DI SAFT-80931,  “Explosive Ordnance Disposal Data.”
9. DI-SAFI-81299,  “Explosive Hazard Classification Data”

10. DI-SAFI-81300,  “Mishap Risk Assessment Report”

b. DID’s which may be applicable to your system safety program but are not linked directly
to this standard are as follows:

1. DI-ADMN-81250, “Conference Minutes.” (May be used to acquire meeting minutes
for Task 104 or 105.)

i:
DI-H-1327A,  “Surface Danger Area Data”
DI-H-1329A “Accidentnncident  Report” (May be used to support Task 101

requirements for mishap/incident alerting notification, investigation,
and reporting.)

4. DI-H-1332A,  “Radioactive MateriaI  Data”
5. DI-HFAC-80938, “Noise Measurement Report”
6. DI-MISC-80043, “Ammunition Data Card.” (For those contracts which will require

shipment of explosive items to DOD facilities or locations.)
7. DI-MISC-80370, “Safety Engineering Analysis Report”
8. DI-R-7035A  “Failure Mode, Effects Criticality Analysis Report” (May be used to

acquire the specific analysis technique report.)
9. DI-SAFl’-80184,  “Radiation Hazard Control Procedures”
10. DI-SAFT-81065, “Safety Studies Report”
11. DI-SAFI-81066,  “Safety Studies Plan.”

-

-

-
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